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Chapter 1
PPP Interface




1. Description

The PPP (Point-to-Point) protocol provides a mechanism to transmit datagrams of various
protocols over a point-to-point link. This protocol is specified in the RFC-1661. PPP
supports data transmission both in synchronous and asynchronous forms and provides the
following services:
LCP (Link Control Protocol) link establishment control, to establish, configure and test the
link.
Encapsulation to transmit datagrams over the link.
Authentication protocolsin order to demand the PPP remote end link authenticates before
being able to transmit the data over the link. In the current implementation, PAP
(Password Authentication Protocol) protocol (described in the RFC-1172) and CHAP
(Challenge Handshake Authentication Protocol) protocol (described in the RFC-1994) are
supported.
PPP Multilink Protocol complying with the RFC-1990. The PPP Multilink protocol
supports dividing, recombining and sequencing of datagrams through multiple data links.
NCP protocols (Network Control Protocols) in order to establish and configure the various
network protocols which run over PPP.

NB. In the current implementation, the network protocols supported over PPP
are | PCP (Internet Protocol control Protocol, described in RFC 1332) and CCP
(Compression Control Protocol, described in RFC 1962).

To carry out the connection establishment over a point-to-point link, the source PPP sends
LCP packetsin order to configure and test the link. Once this has been established at link
level (data-link layer), the PPP sends NCP packets corresponding to the supported protocols
(in this case IPCP and CCP) in order to configure and establish the network layer in the link
(Network layer). Once these protocols have been configured, the PPP transmits the datagrams
of each protocol over the link.

In order to implement the PPP in an asynchronous form, adaptation is carried out in

compliance with the RFC-1662.

There exist various possibilities in the current implementation:

1. Define a PPP interface over aserial line in a synchronous format which through a cable or
an external device or aterminal adapter, permits you to establish the link with the other
end.

2. Define a PPP interface over a serial line in an asynchronous format which through a cable
or an external device or aterminal adapter, permits you to establish the link with the other
end.

3. Define a PPP interface over an AT command interface in order to connect to the other end
through a modem. In this case, the data format in transmission is asynchronous.

4. Define a PPP interface over abasic accessin order to connect to the other end through
ISDN. In this case the data format in transmission is synchronous.

5. Define a PPP interface over an ATM subinterface.
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2. PPP Frame structure

The PPP transmits frames which have the same structure as the HDLC frames. The PPP uses
a synchronous transmission method, bit orientated with the following frame structure:

|FLAG |ADDRESS |CONTROL |PROTOCOL | INFORMATION |Fcs [FLAG |

FLAG
Indicates the beginning and end of each frame with a unique pattern: 01111110.
Supports frame synchronism. Among the rest of the frame data, transparency is
implemented, bit-stuffing, so this character does not appear. The transparency consists
of the transmission of a0 once five consecutive 1's have been transmitted. ThisOis
excluded from the data on reception.

ADDRESS
HDLC frame address field. 11111111 is always used in the PPP protocol. Individual
addresses are not assigned.

CONTROL
Control field. All the PPP frames are HDLC unnumbered information (Ul) frames
with afield value of 00000011.

PROTOCOL
Thisis a 2-byte field which distinguishes the various protocol s transported over the
point-to-point link. All those which contain avalue of Cxxx in thisfield correspond to
the link configuration protocols (LCP, PAP, CHAP). Those which contain a value of
8xxx correspond to the network control protocols (NCP's: IPCP, CCP) and the value
Oxxx corresponds to specific datagram transmissions over the link.

INFORMATION
Zero or more bytes contained in the datagram for the transported protocol. If the
protocol isLCP or NCP thisfield will contain parameters to configure the link.

FCS
Field used to include the error detection mechanism which in this case is the cyclic
redundancy checking (CRC) for 2-byte error detection.

2.1. Asynchronous PPP adaptation

When the data transmission format is asynchronous, the same framing is carried out asin the
synchronous, according to the RFC-1662. The transported bytes are encapsul ated within the
previously described frame, but a transparency character is used, 0x7D in order to implement
the bit-stuffing.

Subsequent to the FCS check and in the same direction as the transmission, all the characters
going to be sent are examined. Each flag, control character (below 0x20), escape character
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(0x7D) or anything else defined in the ACCM, is substituted for the transparency character
and an additional character which is the result of an OR-exclusive with 0x20.

At reception, before the FCS check, all the frame bytes are examined. When the transparency
character appears, it is eliminated and the following character is substituted by its OR-
exclusive with 0x20.

The check and the subsequent CRC check (FCS) of the frameis carried out through a
polynomial defined in the RFC-1662 and its subsequent transmission is also affected by the
transparency.

For example, the Ox11 character (XON) is encoded within the frame in transmission as 0x7D
+ 0x31. At reception, the Ox7D is eliminated and the following bytes are substituted by its
OR exclusive with 0x20, resulting in Ox11.
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3. Link Control Protocol

The PPP LCP supports the establishment, configuration, maintenance and finalizing of alink.
This process consists of 4 stages:

1. Before exchanging IP datagrams over the link, the LCP opens communications
between the ends through the exchange of CONFIGURE-REQUEST L CP packets.
Once the configuration has been accepted between the two ends with the
CONFIGURE-ACK packets, thelink isin an “OPEN” state.

2. Once the LCP has determined that the link is OPEN, it determinesif it is of ahigh
enough quality to start the network protocols. It isduring this process that link
authentication is carried out if required.

3. Once the LCP has checked that the link quality is high enough, the NCP control
protocols at the network layer are started.

4. Finaly, once these have been established, the LCP, through the ECHO-REQUEST
and ECHO-REPLY transmission packets, takes over the link maintenance. If you
wish to terminate the connection (e.g. due to inactivity), the LCP terminates the link
though the TERMINATE-REQUEST and TERMINATE-ACK transmission
packets.
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4. LCP packet format

The LCP packets present the same format as previously described. The protocol field takes
the value specified for LCP (0xC021) and in the Information field the type of packet and the
associated data are encoded:

| cobE | IDENTIFIER | sizE | DATA |

CODE

One byte field which identifies the L CP packet type according to the following table:
CODE _ [LCPPACKET TYPE

1 CONFIGURE-REQUEST (Establishment)
CONFIGURE-ACK (Establishment)
CONFIGURE-NAK (Establishment)
CONFIGURE-REJECT (Establishment)
TERMINATE-REQUEST (Terminate)
TERMINATE-ACK (Terminate)
CODE-REJECT (Maintenance)
PROTOCOL-REJECT (Maintenance)
ECHO-REQUEST (Maintenance)
ECHO-REPLY (Maintenance)
DISCARD-REQUEST (Maintenance)

[Coli [oc R ENT (o2} [6; 1 E-NY [V 1 V)

=
[Ns)

IDENTIFIER
One byte field which supports link requests and answers identification.

SIZE
Two bytes which indicate the total length of the LCP frame. Where an asynchronous
mode is used, this does not include the possible transparent characters which exist
within the frame.

DATA (Optional)
With zero or more bytes whose format depends on the type of L CP packet.
As seen in the previous table, the LCP packets can in grouped into three types:

0 Packetsin order to establish the link
CONFIGURE-REQUEST
Packet to be transmitted when you wish to open alink. All the configuration
options are found within this. At reception, it should send an appropriate answer
with one of the following packets.
CONFIGURE-ACK
The received configuration options are accepted. The frame identifier field should
coincide with the accepted CONFIGURE-REQUEST. Once the two ends have
received the ACK from the remote end, the link enters an OPEN state.
CONFIGURE-NAK
Some of the configuration options received in the frame with the identifier used are
not accepted but the recommended value is sent or accepted by the remote end.
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When a NAK isreceived, the receptor should generate a new CONFIGURE-
REQUEST which contains the accepted values indicated.

CONFIGURE-REJECT

Some of the configuration options received in the frame with the identifier used are
not accepted or acknowledged. When a REJECT is received, the receptor should
generate a new CONFIGURE-REQUEST which does not contain the rejected
values.

0 Packetsto terminate the link
TERMINATE-REQUEST
Packet which is transmitted when you wish to terminate, close, the link.
TERMINATE-ACK
Packet which is transmitted after a TERMINATE-REQUEST isreceived. The
reception of an unexpected TERMINATE-ACK indicates that the link has been
closed.

0 Packetsfor link maintenance
CODE-REJECT
Indicates that an incomplete LCP packet has been received or one with an unknown
code. If the packet persists in being transmitted, the link will close.
PROTOCOL-REJECT
Indicates that a PPP frame with a non-implemented protocol field has been
received. The end frame receptor should cease sending this protocol.
ECHO-REQUEST, ECHO-REPLY
Provides link maintenance mechanism. This regularly generates a code request
ECHO -REQUEST which should be returned with an ECHO-REPLY .
DISCARD-REQUEST
Provides a frame discard and elimination, mechanism. Thisisused for testing.
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5. Authentication Protocols

PPP has a series of protocols available which allow you to authenticate and verify the link.
Thisis only established in cases where checks are made to ensure that the remoteend is
among the authorized users. This method is usually used in links where routers connect to a
network via switched circuits (ISDN or PSTN) although it can be used in point to point
circuits.

This check is carried out before establishing the network control protocols (NCP). If
authentication is demanded and it not completed correctly, the link establishment is
terminated.

There are two authentication methods defined in the RFC-1334. These are:

5.1. Password Authentication Protocol (PAP)

Provides a simple method to authenticate a link using 2-ways:
1. Once you have achieved an OPEN state in the LCP negotiation, the remote end that
must authenticate sends a user (login) and password to the authenticator.
2. Theremote end checks that thisis valid and sends a response, accepting or rejecting
the connection.
This authentication method is not very safe due to the fact that the user and password are sent
over the network in clear. This means that thereis no type of protection against errors or other
attacks. This problem is resolved by another authentication method, CHAP.

a) PAP packet format

The PAP packets travel with the same format as described for the PPP frames. The protocol
field differentiates them (OxC023). The type of packet and the associated data are encoded in
the Information field.

| cope |IDENTIFIER] sizE | DATA |

CODE
One byte field which identifies the type of PAP packet complying with the following
table:
CODE | PAP PACKET TYPE
1 AUTHENTICATE-REQUEST
2 AUTHENTICATE-ACK
3 AUTHENTICATE-NAK
IDENTIFIER
One byte field which permits you to identify requests and responses over the link.
SIZE

Two bytes which indicate the total length of the PAP frame.
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DATA (Optional)
With zero or more bytes whose format is related to the type of PAP packet.
As seen in the previous table, the PAP packets can in grouped into three types:

AUTHENTICATE-REQUEST

Packet to be transmitted when you wish to authenticate alink. The login and
password used are sent within this. At reception, it should send an appropriate
answer with one of the following packets.

AUTHENTICATE-ACK

The received values are accepted. The frame identifier field should coincide with
the accepted AUTHENTICATE-REQUEST. Oncethe ACK from the end
authenticator has been received, you can continue to establish the network control
protocols (NCP).

AUTHENTICATE-NAK

The received values are not accepted. The end which must authenticate needs to
send anew AUTHENTICATE-REQUEST with the adequate values or terminate
thelink.

5.2. Challenge Authentication Protocol (CHAP)

Provides a“safe” method to authenticate alink using a 3-way handshake.

1. Once an OPEN state has been achieved in the LCP negotiation, the end
authenticator sends a password, known as Challenge, to the end it wishes to connect
to. Thispassword isvariable in all the connections generally being arandom value
whose number of bytes depend on the algorithm used for the subsequent encoding.
In this case the method implemented is the MD5 algorithm defined in the RFC -
1321 recommendation. This defines alength of 16 bytes for the challenge.

2. The end that receives the encryption with the password receives the password that it
has programmed and sends the response to the authenticator end. The encryption
function is defined by the MD5 agorithm and is the same at both ends.

3. Onreceiving the response, the authenticator verifies that the response is what he
expected and permits (success) the establishment of the network protocolsto
continue or not (failed).

The security of this method depends on the secrecy of the password at both ends. With this
method, the password never passes through the network in “clear”.

This method also permits link authentication even once the network protocols have been
established (e.g. IP) to check their security.

a) CHAP packets format

The CHAP packets travel with the same format as described for the PPP frames. The protocol
field differentiates them (0xC023). The type of packet and the associated data are encoded in
the Information field.

| cobE | IDENTIFIER | sizE | DATA |
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CODE
One byte field which identifies the type of CHAP packet complying with the following

table:
CODE |CHAP PACKET TYPE
1 CHALLENGE
2 RESPONSE
3 SUCCESS
4 FAILED
IDENTIFIER

One byte field which permits you to identify requests and responses over the link.

SIZE
Two bytes which indicate the total length of the CHAP frame.

DATA (Optional)
With zero or more bytes whose format is related to the type of CHAP packet.

As seen in the table, the CHAP packets can in grouped into four types:

CHALLENGE

Packets which are transmitted by the end authenticator when you wish to
authenticate alink. The password that must be used to encrypt is transmitted in the
said packets. This can also carry the name of the network you wish to accessin
clear. Thisvalue can be used in cases where the responding end sends the correct
value should it be ready to connect to various networks. 1.e. you can program
distinct passwords depending on the network you wish to access.

RESPONSE

Packet sent to the other end in which the encrypted password with the received
password travels.

SUCCESS

The transmitted value is accepted by the authenticator. Once the SUCCESS is
received from the end authenticator, you can proceed to establish the network
protocols (NCP).

FAILED

Thereceived valueis not accepted by the end authenticator. The end that must
authenticate in the link must send a new response with the adequate values or
terminate the link.
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6. Network Control Protocol (NCP)

The PPP has a series of network control protocols (NCP) in order to establish and configure
the various network protocols which are encapsulated over PPP. The NCP to corresponding
each protocol configures, enables and disables the network protocols between the two link
ends.

Currently, the network protocols implemented in the Teldat Router are IPCP (Internet
Protocol Control Protocol) described in the RFC-1332 recommendation, and CCP
(Compression Control Protocol) described in the RFC 1962.

The IPCP alows you to indicate if you are using the Van Jacobson compression (or not) and
in that way permits a mechanism in order to exchange |P addresses between both ends or the
dynamic assignation of the IP number necessary for Internet connections.

The CCP permits you to establish the use of various agorithms for the compression of data
transmitted by the link.
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Chapter 2
PPP Interface Configuration




1. Creating a PPP interface

To create PPP interfaces, enter the

add device ppp <PPP interface identifier>
command from the general configuration menu. Once added, the PPP interface you have
created is displayed.

Confi g>add device ppp 1
Added PPP interface pppl
Confi g>

Y ou can check that the created interface has been correctly added by listing the interfaces that
exist in the device:

Confi g>LI ST DEVI CES

Interface Con Type of interface CSR CSR2 int
et hernet 0/ 0 LANL Qui cc Et her net fa200a00 fa203c00 5e
serial 0/0 WANL Synchronous Serial Line fa200a20 fa203d00 5d
atn0/ 0 ADSL1 Async Transfer Mde fa200a60 fa203f 00 55
bri0/0 I SDN1 | SDN Basic Rate Int fa200a40 fa203e00 5c
x25- node Rout er - >Node 0 0
subat ni ATM subi nterface 0 0
pppl --- Generic PPP 0 0
Confi g>

Confi g>LI ST DEVI CES

Interface Con Type of interface CSR CSR2 int
et hernet 0/ 0 LANL Fast Ethernet interface fa200e00 27
serial 0/0 WANL Synchronous Serial Line fa200a00 fa203c00 5e
serial 0/1 WAN2 X25 fa200a20 fa203d00 5d
serial 0/ 2 WAN3  X25 fa200a60 fa203f00 5b
bri0/0 I SDN1 | SDN Basic Rate Int fa200a40 fa203e00 5c
x25- node Rout er - >Node 0 0
pppl --- Generic PPP 0 0
Confi g>

The network protocol supported for the PPP interfacesis IP. In order to activate |P over each
of the PPP interfaces, you need to assign an IP address to this PPP inter face from the IP
protocol configuration menu. This operation should always be carried out independently
whether the interface obtains a dynamic |P address or not. Please note that only one IP
addressis supported for each PPP interface as the IPCP protocol only allows you to configure
one for each PPP interface.

NOTE: Asthe I PCP protocol only permits you to configure a single | P address,
no additional addresses should be aggregated to the PPP interfaces.

IMPORTANT: Whenever a PPP interface intervenes, the | P address must be
assigned to the said PPP interface and NEVER to the base interfaces over
which the protocol is negotiated.

Itisalso possible to assign an UNNUM BERED address to a PPP interface. Thistypeis
0.0.0.n where n represents the interface number.
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An example is given below on how to carry out this process:

* PROCESS 4
Conf i g>PROTOCOL | P

-- Internet protocol user configuration --

| P confi g>ADDRESS

Which net is this address for [ethernet0/0]? pppl
New address [0.0.0.0]? 192.168.5.1

Addr ess mask [255.255.255.0] ? 255. 255. 255.0

apu | P config>LI ST ADDRESSES

| P addresses for each interface

et hernet 0/ 0 172.24.78.5 255.255.0.0 NETWORK br oadcast ,
serial 0/0 I P disabled on this
serial0/1 | P disabled on this
serial 0/2 | P disabled on this
bri 0/ 0 | P disabled on this
x25- node | P disabled on this
subat ml | P disabled on this
pppl 192.168.5.1 255. 255. 255. 0 NETWORK br oadcast,
IP config>EXIT

Confi g>

fill
ifc
ifc
ifc
ifc
ifc
ifc
fill

0

0
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2. Configuring a PPP interface

In order to access a PPP interface configuration menu, enter NETWORK <PPP interface>

from the general configuration menu. E.g. if you wish to access interface ppp2, enter:

Conf i g>NETWORK ppp2

- Ceneric PPP User Configuration --
ppp2 config>

The commands available in the PPP interface configuration menu are as follows:

ppp2 config>?
BASE- | NTERFACE
PPPCE

PPP

EXIT

ppp2 config>

Command Function

? (HELP) Displays the available commands or their options.

BASE-INTERFACE Accesses the configuration menu for the base interfaces
associated to the PPP interface.

PPPOE Accesses the PPPoOE parameters configuration menu.

PPP Accesses the menu that permits you to associate a PPP
parameters global profile to the PPP interface you are
configuring.

EXIT Exits the PPP interface configuration.

The configuration of a PPP interface mainly consists of the following:
- Base Interfaces over which PPP is negotiated.
Global profiles with the PPP’s own parameters.
Association of the PPP interface with a PPP parameters global profile.
If it is necessary, special PPPoE configuration.

2.1. Configuring the PPP interface Base Interfaces

In order to access the base interfaces configuration, enter the BASE-INTERFACE command

within the PPP interface configuration menu.

Conf i g>NETWORK pppl
- Generic PPP User Configuration --
pppl confi g>BASE- | NTERFACE

- Base Interface Configuration --
pppl Base | FC config>

The options for this configuration menu are as follows:

pppl Base | FC config>?
BASE- | NTERFACE
LI ST

Rev.10.11
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NO
EXIT
pppl Base | FC config>

BASE-INTERFACE

The command permits you to associate a determined base interface to the PPP interface you
are configuring and where necessary some DIAL profile parameters (calling).

In cases where the added base interface is a serial interface (synchronous or asynchronous) or

an ATM subinterface, no further parameters are needed.

pppX Base | FC confi g>BASE- | NTERFACE <per nanent interface> [opciones]
I'i nk add this interface to the dial group
pppX Base | FC confi g>

In order to eliminate a permanent base interface:

| pppX Base | FC confi g>NO BASE- | NTERFACE <per nanent interface> I
If the chosen base interface is switched (an ISDN basic or primary access or an AT commands
interface) you need to specify the name of the DIAL profile that contains the call parameters
(for further information on the configuration of Dial Profiles, please see manual Dm 732-1).
Additionally, if the chosen base interface corresponds to an ISDN basic or primary access, in
addition to the DIAL profile, you will be prompted for the base circuit identifier (an ISDN
basic access can take values 1 or 2, referring to channels B1 and B2 respectively or value 255
if you do not wish to select a specific base circuit in this way indicting whichever B channel is
available will be used). In cases where you indicate any free B channel (255), you will be
asked for the number of the base circuits you wish to use as more than one can be employed
for Multilink PPP (for an ISDN basic access up to 2 B channels).

pppX Base | FC confi g>BASE- | NTERFACE <swi tched interface> <circuit id> [opciones]
I'i nk add this interface to the dial group
nunber-of -circuits nunber of circuits to request
profile dial profile to use with this interface
link adds the base interface to PPP.

number-of-circuit ~ number of base circuits you wish to use (valid in switched interfaces
when the circuit identifier is 255)
profile dial profile that will use the base interface.
To eliminate a switched base interface:
| pppX Base | FC confi g>NO BASE- | NTERFACE <swi tched interface> <circuit id>

pppX Base | FC confi g>BASE- | NTERFACE serial 0/0 Iink
pppX Base | FC confi g>BASE- | NTERFACE bri 0/0 255 |ink
pppX Base | FC confi g>BASE- | NTERFACE bri 0/ 0 255 nunber-of-circuits 2
pppX Base | FC confi g>BASE- | NTERFACE bri 0/0 255 profile testprofile
pppX Base | FC confi g>LI ST
Base Interface Profile Nane Base Circuit Id Nunber of circuits
serial 0/0 sync/ 0 1 1
brio/0 bri/0 testprofile 255 2

pppX Base | FC confi g>SHOW CONFI G
; Showi ng Menu and Subnenus Configuration ...
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base-interface serial0/0 |ink
base-interface bri0/0 255 link
base-interface bri0/0 255 profile testprofile
base-interface bri0/0 255 nunber-of-circuits 2

bpr Base | FC config>

Base interface is the base interface number you wish to associate to the PPP interface

being configured.
Base circuit id isthe circuit identifier.
Number of circuits  the number of circuits you wish to use in the base interface.

Profile name thisisthe name (identifier) of the DIAL profile (calling) to use through

the base interface.

if you are not going to enable Multilink PPP.

NOTE: It isunnecessary to add more than one base interface to a PPP interface

2.2. Confiquring PPP Global profiles

Use the GLOBAL-PROFILES PPP command to access the PPP global profiles

configuration menu. An in-depth explanation on the configuration of the PPP global profiles

isfound in chapter 3.

NOTE: The PPP Global profiles are common to all PPP interfaces available in
thedevice. Therefore, any modification of these may affect other PPP
interfaces.

2.3. Confiquring the PPP interface PPPoOE protocol

This protocol isfully explained in the associated manual, Dm 708-1.

2.4. Confiquring the PPP interface PPP parameters

To set the specific PPP parameters, enter the PPP command within the PPP interface
configuration menu.

Conf i g>NETWORK pppl

- Generic PPP User Configuration --
pppl confi g>PPP

- PPP Configuration --
pppl PPP config>

The options presented in this menu are as follows:

PROFILE

This command associates a PPP parameters global profile to the PPP interface (for PPP global
parameters configuration, please see chapter 3). The default global profile “0” can be used if

you wish to use the default parameters.
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pppX PPP confi g>PROFI LE <n°® PPP profile>
pppX PPP confi g>PROFI LE 1
pppX PPP confi g>

LIST
This command displays the PPP parameters global profile number assigned to this PPP

interface. This permitsyou to view all the parameters configured in the assigned profile.
pppX PPP config>LI ST

PPP Profile: 1
Show al | paraneters (Yes/No)(Y)? y

BACKUP Profile Number........: 0 (default)
Nunber of call retries...: 5

IPCP tinmeout.............: 30 sec.

Time between call retries: 0 mn.

Maxi mum backup time......: 0 mn.

CCP Profile Nunmber...........: 0 (default)
CCP Options Encode Decode
Type : NO- COwP LZS- DCP
Lengt h : 0 6

Hi story Count : PackbyPack 1

Check Mode : None SeqNum
Process Mde : None ProcUnconp
Pr ot ocol : PPP PPP
FACI LI TIES Profile Nunber....: 1

Aut henti cati on enabl ed: CHAP

Val i dation by Keys

Mul tilink PPP disabled

CCP di sabl ed

CRTP Conpr essi on di sabl ed

RI P no-dial disabled

No nmenber of any Dial Routing Pool

IPCP Profile Nunber..........: 1
I P Van Jacobson Conpression : NO
Local I P address : Assigned
Renote | P address : None

LCP PARAMETERS Profil e Nunber: 0 (default)

Tries Configure-Request 10
Tries Configure-Nak ;10
Tries Terni nat e- Request ;10

Ti meout between tries (sec) 3
Nunber of Echo- Request G

Del ay before starting LCP negotiation: 2
MULTI LI NK PPP Profile Nunber.: 0 (default)
MRRU. . .: 1524

Use SSN: NO

Endpoi nt Discrimnator Cass: O

ED val ue (Null d ass): None

Activation Interval...: 120

Deactivation Interval.: 300

Activation Threshold..: 90

Deacti vati on Threshol d: 50

Traffic Load..........: Inbound & Qutbound traffic
Max Links per Bundle.....: 2

Forced Fragnentation Size: 0 (disabled)

Permi ssion to add/renove |inks: Any connection

NCP Profile Number...........: 0 (default)
Tries Configure-Request ;10
Tries Configure-Nak ;10

Tri es Term nat e- Request ;10

Ti meout between tries (sec) 3

AUTHENTI CATI ON Profile Number: 1
Logi n: | ocal user
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Password: *****

Secret: ool
USERS- LI ST Profile Nunber....: 1
Logi n: r enot euser

pppX PPP confi g>
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Chapter 3
PPP Global Profiles Configuration




1. Configuring PPP Global Profiles

Configuration of global profilesis common to all PPP interfaces. In order to access the PPP
Global Profiles configuration menu, enter the GLOBAL -PROFIL ES PPP command from

the general configuration menu:

Conf i g>GLOBAL- PROFI LES PPP

PPP Profiles config>

- PPP Profiles Configuration --

The PPP profiles configuration menu options are as follows:

PPP Profiles config>?
BACKUP
CCP

PPP Profiles config>

backup profile
ccp profile
m scel | aneous facilities profile

lcp per-interface options profile
I cp paranmeters profile
di splay ppp profiles configuration
ncp paraneters profile

user definition profile
aut hori zed users list profile

FACI LI TI ES

| PCP i pcp profile
LCP- OPTI ONS

LCP- PARAMETERS

LI ST

MULTI LI NK mul tilink
NCP

NO

PPP ppp main profile
USER

USERS- LI ST

EXIT

ppp profile

Command Function

? (HELP) Displays the available commands or their options.
BACKUP Configures a Backup profile.

CCP Configures a CCP profile.

FACILITIES Configures a profile of various Facilities.

IPCP Configures an IPCP profile.

LCP-OPTIONS Configures an LCP options profile (per interface).
LCP-PARAMETERS Configures an LCP parameters profile.

LIST Displays the configured profiles.

MULTILINK Configures a Multilink PPP parameters profile.
NCP Configures an NCP parameters profile.

NO Configures an IPCP profile.

PPP Configures a PPP global profile.

USER Configures a user (user authentication parameters).
USERS-LIST Configures alist of permitted users.

EXIT Exits the PPP profile configuration.

1.1. Configuring Backup profiles

In order to configure a backup profile, use the BACKUP command.

Syntax:

| PPP Profiles confi g>BACKUP <profile n°> [opciones] I

The profile number can be between 1 and 255. The value 0 isreserved for the default

parameters.

To eliminate a backup profile, the NO BACKUP <profile n®> is used.
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The backup profile parameters are only significant when the said profile is associated to a PPP
interface configured as the main interface within the WAN Reroute facilities and additionally
if the base interface associated to thisis aswitch interface. For further information on the
configuration of the WAN Reroute backup features, please see manual Dm 727-1.

The available options are as follows:

PPP Profiles confi g>BACKUP <profile n°> [opciones]
def aul t set backup profile default configuration
dial-test-tine time between dial recovery tests (mn)
maxi mum backup-ti me maxi mum backup time (mn)
ncp-ti meout ncp tineout before backup (sec)
retries call retries before backup
default Creates a backup profile with the default parameters or reestablishes the
default parameters for an existing profile.
dia-test-time Time between test calls (in minutes). Periodically, when the backup
interface is activated, acall is carried out to try and reestablish the
connection through the main interface (switched). If thisvalueis set to
0, then test calls are not executed through the main interface. The
default value for this parameter is 0 minutes (test calls are disabled).
maxi mum-backup-time Maximum backup time (in minutes). Once thistime has timed
out after switching to backup, the main interface will passto UP and an
attempt is made to reestablish the connection through the said interface.
If thisvalueis set to 0, then return from backup is not forced while the
secondary link is still up. The default value for this parameter is0
minutes.
ncp-timeout Maximum amount of time permitted during the NCP negotiation (in
seconds). Once this has timed out and the NCP has not been negotiated,
the PPP interface will passto a DOWN state. If the WAN Reroute
facility is enabled, the secondary or backup interface will activate. The
default value for this parameter is 30 seconds.
retries Number of failed call retries that must be executed by the main interface
before switching to backup. The default value for this parameter is 5
retries.
Example:
PPP Profiles confi g>BACKUP 1 default
PPP Profiles confi g>BACKUP 1 ncp-tineout 90
PPP Profiles confi g>BACKUP 1 naxi mum backup-tinme 3600
PPP Profiles confi g>BACKUP 1 retries 3
PPP Profiles confi g>BACKUP 1 dial-test-tinme 2
PPP Profiles confi g>BACKUP 2 defaul t
PPP Profiles config>LI ST BACKUP
S +
+ BACKUP Profiles +
S +
***  Profile nunber: 1 ***
Nunber of call retries...: 3
NCP timeout..............: 90 sec
Ti me between test calls..: 2 mn.
Maxi mum backup time......: 3600 mn.
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***  Profile nunber: 2 ***

Nunber of call retries...: 5

NCP tinmeout..............: 30 sec.
Ti e between test calls..: 0 mn.
Maxi mum backup time......: 0 mn.

PPP Profiles confi g>SHOW MENU
; Showi ng Menu Configuration ...

backup 1 default

backup 1 retries 3

backup 1 ncp-tinmeout 90

backup 1 dial-test-time 2

backup 1 nmaxi num backup-time 3600

’

backup 2 default

iDPP Profiles config>

Profile number displayed backup profile identifier.

Number of call retries number of call retries before switching to backup.
NCP timeout NCP timer (in seconds) before switching to backup.
Time between test calls time between call retries (in minutes).

Maximum backup time maximum backup time (in minutes).

1.2. Configuring CCP profiles

In order to configure a CCP parameters profile (Compression Control Protocol) use the CCP
command.

Syntax:
|PPP Profiles config>CCP <profile n°> [options] I

The profile number can be between 1 and 255. The value O isreserved for the default
parameters.
To eliminate a CCP parameters profile, the NO CCP <profile n®> is used.

NOTE: So that the PPP tries to negotiate the CCP protocol, the CCP negotiate
option must be enabled in the associated FACILITIES profile.

The available options are as follows:

PPP Profiles config>CCP <profile n°> [options]

def aul t set ccp profile default configuration
no

unconpr ess unconpress ccp options

default creates a CCP profile with the default parameters or reestablishes the default
parameters for an existing profile.
uncompress  configures the decompression CCP options.

PPP Profiles config>CCP <profile n°> unconpress [options]
check- node check node options

hi story hi story

| zs-dcp | zs conpression al gorithm

none no conpression

stac stac conpression algorithm
unconp- pr ocess- node unconpressed packets process node
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check mode

history

Izs-dcp
none

stac

indicates the check mode for the integrity of the data used. The values
that can be taken depend on the compression algorithm used. If you
select LZS-DCP compression, then the values can be: NONE, LCB,
SEQ or BOTH (SEQ+LCB). In this case the default value for this
parameter isBOTH (SEQ+LCB). If you select STAC compression,
then the values can be: NONE, LCB, SEQ or EXTENDED. In this case
the default value for this parameter is SEQ.

indicates if you can maintain histories to decompress. |.e. the
decompression of each packet is carried out bearing in mind the data
previously processed and sent in prior packets. The default value for
this parameter is enabled (the history is maintained).

indicates that the LZS-DCP (RFC 1967) compression algorithm is used.
This agorithm is configured by default.

indicates that you do not want to receive compressed information from
the remote end.

indicates that the STAC Electronics LZS (RFC 1974) compression
algorithm will be used.

uncomp-process-mode indicates that uncompressed packets received are processed by

the CCP to update the status (uncompressed frame process mode). If
this option is disabled, the uncompressed packets are not taken into
account when updating the CCP status. This parameter is enabled by
default.

We need to stress here that not all the value combinations of CCP Algorithm, check-mode,
uncomp-process-mode and history are correct and can be admitted in the CCP negotiation.
There are invalid combinations according to that specified in the RFCs.

- When you indicate that you do not want to receive compressed information
(compression algorithm none), you cannot configure the check-mode, history and
uncomp-process-mode options.

When you select the STAC compression algorithm, you cannot configure the uncomp-
process-mode parameter.
Using either the LZS-DCP compression algorithm or the STAC compression
algorithm, when you configure the check-mode parameter set to value none the history
parameter is mandatorily disabled indicating that packet to packet compression is
carried out.
If you use the STAC compression a gorithm, when you select the check-mode
parameter with value extended, the history parameter is mandatorily enabled indicating
that compression is carried out depending on the previously processed information
In addition to the restrictions given above, there is also a series of combinations that although
they are valid, are not supported by the device.
If you use the LZS-DCP compression a gorithm, when you configure the check-mode
parameter with value seq or both, the uncomp-process-mode parameter enables.
Bearing in mind the default values for each of the CCP parameters and the previously
described restrictions, the default CCP profile contains the following val ues: 1zs-dcp, history,
check-mode both and uncomp-process-mode.
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Example:

PPP Profiles config>CCP 1 default

PPP Profiles config>CCP 1 unconpress check-node none

PPP Profiles config>CCP 1 no unconpress unconp- process- node
PPP Profiles config>CCP 2 default

PPP Profiles config>CCP 2 unconpress stac

PPP Profiles config>LI ST CCP

S +
+ CCP Profiles +
S +
***  Profile nunber: 1 ***

CCP Options Encode Decode

Type : NO COwP LZS- DCP

Lengt h : 0 6

Hi story Count : PackbyPack PackbyPack

Check Mode : None None

Process Mdde : None None

Pr ot ocol : PPP PPP
***  Profile nunber: 2 ***

CCP Options Encode Decode

Type : NO COowP STAC

Lengt h : 0 5

Hi story Count : PackbyPack 1

Check Mdde : None SeqNum+LCB

Process Mde : None None

Pr ot ocol : PPP PPP

PPP Profiles confi g>SHOW MENU
Showi ng Menu Configuration ...

ccp 1 default

ccp 1 unconpress check-node none

ccp 1 no unconpress history

ccp 1 no unconpress unconp- process- mode

ccp 2 default
ccp 2 unconpress stac

iDPP Profiles config>

Profile number identifier of the displayed CCP profile.
Type compression algorithm used.

Length length of the configuration format.

History Count use of the history.

Check Mode data integrity check mode.

Process Mode process mode for uncompressed received packets.
Protocol CCP encapsulation protocol type.

1.3. Configuring Facilities Profiles

In order to configure avarious facilities profile, use theFACILITIES command.
Syntax:

| PPP Profiles config>FACI LI TIES <profile n°> [options]

The profile number can be between 1 and 255. The value 0 isreserved for the default
parameters.
To eliminate afacilities profile, theNO FACILITIES <profile n® > is used.

The available options are as follows:
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PPP Profiles config>FACI LI TIES <profile n°> [options]

aut hentication pap/ chap aut hentication

ccp enabl e ccp

crtp crtp conpression for rtp packets

def aul t set facilities profile default configuration
di al -routi ng- pool enabl es dial routing and sets pool nanme

mul tilink enable multilink ppp

no

radi us enabl e radi us

ri p-no-di al rip packets do not cause calls

authentication

ccp

crtp

Permits you to select the authentication protocol to be used if you wish
the router to prompt the remote end for authentication during the link
negotiation. This can take the following values. pap (password
authentication protocol) and chap (challenge authentication protocol).
By default authentication is not enabled.

Enables CCP protocol negotiation in the PPP interface. CCP
negotiation is not enabled by default.

Enables CRTP compression in the PPP interface. The possible values
are: with-checksum and without-checksumindicating whether the UDP
checksum isincluded or not. CRTP compression is disabled by default.

applied.

NOTE: Therouter DOES NOT NEGOTIATE CRTP compression, it isdirectly

default

dial-routing-pool

multilink

radius

rip-no-dial

Creates afacilities profile with the default parameters or reestablishes
the default parameters for an existing profile.

Configures the PPP interface as pertaining to a Dial-Routing interface
pool. For further information on configuring Dial-Routing interfaces,
please see the associated manual DM 744-1.

Enables the Multilink PPP negotiation in the PPP interface. By default,
the Multilink PPP negotiation is disabled.

Enable the RADIUS facility. When thisis enabled, the validity of the
remote end authentication and the PPP connection configuration is
carried out through the use of a RADIUS server which contains the said
information instead of using the permitted users list configured in the
router itself. In order to enable this facility, you need to have previously
configured the RADIUS protocol and globally enabled it in the router
through its associated configuration environment. For further
information on the RADIUS protocol configuration, please see manual
Dm 733-1. Thisfacility is disabled by default.

When you configure a non-permanent base interface to carry out
outgoing calls the following problem arises if the RIP protocol over the
PPP interface over the said interface is also enabled: the RIP protocol
will begin to send IP packets over the PPP interface forcing acall dueto
traffic. Additionally and due to the fact that the RIP protocol sends
periodic messages, the call is never released due to absence of traffic.
To correct this problem in those cases where you wish to use dynamic
routing, this option has been implemented so that if thisis enabled the
RIP packets will not generate calls nor be taken into account with
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regard to maintaining a previously established call active. (l.e. if the
only IP traffic in the link is due to RIP protocol, the call will be released

once the timer for absence of traffic has timed out).

Example:
PPP Profiles config>FACILITIES 1 default
PPP Profiles config>FACILITIES 1 authentication chap

PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles

CCP di sabl e

RI P no-di a

CCP di sabl e

co
co
co
co
co
co
co

d
d

d

1
1
nfig>FACILITIES 1 nultilink

nfi g>FACI LI TIES 2 def ault

nfi g>FACI LI TIES 2 authentication pap

nfi g>FACI LI TIES 2 radius
nfig>FACILITIES 2 crtp w thout-checksum
nfig>FACILITIES 2 rip-no-dia

nfig>LlI ST FACI LI TI ES

***  Profile nunber: 1 ***
Aut henti cati on enabl ed: CHAP
Val i dati on by Keys
Mul tilink PPP enabl ed

CRTP Conpressi on di sabl ed

i sabl ed

No nmenber of any Dial Routing Poo

***  Profile nunber: 2 ***
Aut henti cati on enabl ed: PAP
Val i dati on by RADI US
Mul tilink PPP disabled

CRTP Conpr essi on enabl ed

UDP Checksum in CRTP disabl ed
RI P no-di al enabl ed
No nenber of any Dial Routing Poo

bPP Profiles config>

PPP Profiles confi g>SHOW MENU
; Showi ng Menu Configuration ...

facilities 1 default

facilities 1 authentication chap
facilities 1 multilink

facilities 2 default

facilities 2 authentication pap
facilities 2 radius

facilities 2 rip-no-dial

facilities 2 crtp without-checksum

Profile number
Authentication
Validation

Multilink PPP

CCP

CRTP Compression
UDP Checksumin CRTP

RIP no- dial
Dial Routing Pool

identifier of the displayed facilities profile.

type of authentication protocol (if thisis enabled).
authentication validation mode sent by the remote end (through
the local list of permitted users or through a RADIUS Server).
Multilink PPP negotiation.

CCP protocol negotiation.

CRTP compression.

sending of the UDP checksum in the compressed header (only
when the CRTP compression is enabl ed).

displaysif the RIP-NO-DIAL facility is enabled or not.
indicatesif this pertainsto a dial-routing pool.
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1.4. Configuring IPCP profiles

To configure an IPCP (Internet Protocol Control Protocol) profile, use thel PCP command.

Syntax:

|PPP Profiles config> PCP <profile n°> [options] I

The profile number can be between 1 and 255. The value O isreserved for the default

parameters.

To eliminate an IPCP profile, the NO | PCP <profile n®> is used.
The available options are as follows:

PPP Profiles config> PCP <profile n°> [options]
def aul t set ipcp profile default configuration
| ocal -ip set local ip for this interface
pgnnte-ip set remote ip for this interface
van-j acobson van-j acobson conpression
default Creates an |PCP profile with the default parameters or reestablishes the default
parameters for an existing profile.
local-ip Configures the IP address to be used by the local end. This can take the values
fixed, if the IP address to be used by the local end has to be configured by the
user for the PPP interface. Negotiable, if the remote end is permitted to decide
which IP address should be used by the local end and assigned if you wish the
remote end to assign the IP address for the local end. The default valueis
fixed.
remote-ip Configures the IP address to be assigned to the remote end. This can take the

van-jacobson

Example:

values: fixed if you wish to assign afixed |P address to the remote end and
same-subnet if you wish to assign alocal subnet IP address to the remote end.
By default no IP address is assigned to the remote end (unless thisis requested
in which case any address is assigned from the device addresses pool).
Enables the Van Jacobson compression negotiation at the local end. This
parameter is disabled by default.

Local

Local

PPP Profiles config> PCP 1

PPP Profiles config> PCP 1

PPP Profiles config>l PCP 2

PPP Profiles config> PCP 2 |ocal-ip fixed
PPP Profiles config>l PCP 2

PPP Profiles config>l PCP 2

PPP Profiles config>LIST

***  Profile nunber: 1 ***
I P Van Jacobson Conpression : NO

Renote | P address : None

***  Profile nunber: 2 ***
I P Van Jacobson Conpression : YES

Renpte | P address : Fixed
IP renpte address : 10.0.0.1

PPP Profiles confi g>SHOW MENU

def aul t
| ocal -i p assigned
def aul t

renote-ip fixed 10.0.0.1
van-j acobson
PCP

I P address : Assigned

I P address : Fixed
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; Showi ng Menu Configuration ...

ipcp 1 default
ipcp 1 local-ip assigned

ipcp 2 default
ipcp 2 renote-ip fixed 10.0.0.1
ipcp 2 van-jacobson

iDPP Profiles config>

Profile number displayed IPCP profile identifier.

IP Van Jacobson Compression negotiates the VVan Jacobson compression.
Local IP address IP address to be used by the local end.
Remote | P address IP address to be used by the remote end.

1.5. Configuring the LCP Options profiles

To configure an LCP options (Link Control Protocol options) profile dependent on the base
interface, use the LCP-OPTIONS command.

Syntax:
| PPP Profiles config>LCP-OPTI ONS <base interface> [options] I

The LCP options profile is associated to the base interfaces.
To eliminate an LCP options profile, use the NO LCP-OPTIONS <base interface>.

PPP Profiles config>LCP-OPTI ONS <base interface> [options]
accm asynchronous control character map
acfc address control field conpression
def aul t set I cp-options profile default configuration
magi c- nunber magi ¢ nunber
nru maxi mum r ecei ve unit
no
pfc protocol field conpression
accm Configures the mask to be applied if the transparency in transmission isto be

used over the control charactersin cases of asynchronous PPP. When these
characters are included in the frame this prevents the flow control processes
from being activated in the modem or adapters used for the connection. The
default value is OXFFFFFFFF (hexadecimal). Typically negotiated values are
0x00000000 for links that can manage any data and 0xOO0A 0000 for links with
XON/XOFF software flow control.

acfc Enables negotiation for this option (Address Control Field Compression).
Permits reception of PPP HDL C frames without the Address and Control fields
once the link has been established. By default this option isdisabled. We
recommend acfc is enabled in asynchronous interfaces.

default Creates an LCP options profile with the default parameters or reestablishes the
default parameters for an existing profile.

magi c-number Enables the “magic number” option when establishing the link. By default this
isenabled. Thisisused tofind out if thelink isin loop or not through the
transmission of arandom number between the two ends based on the system
clock and the number of times this has re-started.

mru Thisisthe maximum size of the PPP frame that will be accepted at reception.
Thisrange is between values 576 and 4089 bytes. The default value is 1500
bytes.
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pfc Enables negotiation of this option (Protocol Field Compression). Permits the
reception of the compressed protocol field in cases of PPP frames which are
not control protocols (LCP, IPCP etc). By default thisoption isdisabled. We
recommend enabling pfc in asynchronous interfaces.

Example:

PPP Profiles config>LCP-OPTI ONS subat nll defaul t

PPP Profiles config>LCP-OPTIONS subatnl nmru 1524

PPP Profiles config>LCP-OPTIONS bri0/0 default

PPP Profiles config>LCP-OPTIONS bri0/0 nru 1524

PPP Profiles config>LCP-OPTIONS bri0/0 pfc

PPP Profiles config>LCP-OPTIONS serial 0/0 default

PPP Profiles config>LCP-OPTIONS serial 0/0 accm 00000000
PPP Profiles config>LCP-OPTIONS serial 0/0 acfc

PPP Profiles config>LCP-OPTIONS serial 0/0 pfc

PPP Profiles config>LI ST LCP- OPTI ONS

o o e e e e e e e e e e e e +
+ LCP OPTIONS Profiles +
S +
*** Base Interface: subatml ***

Interface MRU (bytes) : 1524

Magi ¢ Nunber : YES

Asynchronous Control Character Map : FFFFFFFF
Prot ocol Field Conpression : NO
Address Control Field Conpression : NO

*** Base Interface: bri0/0 ***

Interface MRU (bytes) . 1524
Magi ¢ Number : YES
Asynchronous Control Character Map : FFFFFFFF
Protocol Field Conpression : YES

Address Control Field Conpression : NO

*** Base Interface: serial0/0 ***

Interface MRU (bytes) : 1500
Magi ¢ Nunber : YES
Asynchronous Control Character Map : 00000000
Prot ocol Field Conpression : YES

Address Control Field Conpression : YES

apu PPP Profiles confi g>SHOW MENU
; Showi ng Menu Configuration ...
| cp-options subatml default

| cp-options subatml nru 1524

| cp-options bri0/0 default
| cp-options bri0/0 mu 1524
I cp-options bri0/0 pfc

| cp-options serial 0/0 default
| cp-options serial 0/0 acfc

| cp-options serial 0/0 pfc

| cp-options serial0/0 accm 0

PPP Profiles confi g>

Base interface base interface.

Interface MRU maximum size of the PPP frame that will be accepted at
reception.

Magic Number “magic number” option.

Asynchronous Control Character Map mask to apply if transparency in transmission is
used over the control characters.

Protocol Field Compression PFC negotiation.

Address Control Field Compression ACCM negotiation.
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1.6. Configuring LCP Parameter profiles

In order to configure an LCP parameters profile (Link Control Protocol parameters), use the
LCP-PARAMETERS command.

Syntax:

| PPP Profiles confi g>LCP- PARAVETERS <profile n°> [options] I

The profile number can be between 1 and 255. The value 0 isreserved for the default

parameters.

To eliminate an LCP parameters profile, theNO LCP-PARAMETERS <profile n®> is used.

PPP Profiles confi g>LCP- PARAMETERS <n°® perfil> [options]

conf-req configure-request tries
conf - nak configure-nak tries
def aul t set |cp-paraneters profile default configuration
termreq term nate-request tries
tineout-retry time between tries
echo-req nunber of echo-request
negoti ation-delay delay before starting LCP negotiation
conf-req Indicates the number of times that an LCP CONFIGURE-REQUEST will be
transmitted to establish the PPP link. The permitted values are between 1 and
100. The default valueis 10.
conf-nak Maximum number of CONFIGURE-NAK rejects that will be transmitted
during link establishment before timing out due to non-compatible
configuration between both ends. The permitted values are between 1 and 100.
The default valueis 10.
default Creates an LCP parameters profile with the default parameters or reestablishes
the default parameters for an existing profile.
term-req Number of times that the TERMINATE-REQUEST frame will be send without
detecting a TERMINATE-ACK response before closing the link in the usual
way. The permitted values are between 1 and 20. The default valueis 10.
timeout-retry Thisis the time in seconds between consecutive LCP negotiation frame
transmissions when an adequate response has not been received. The permitted
values are between 1 and 30 seconds. The default value is 3 seconds.
echo-req Number of times that the ECHO-REQUEST frame has been transmitted

without receiving a response from the remote end (ECHO-REPLY) in order to
assumethelink isdown. The ECHO-REQUEST frames are sent every 10
seconds. The numerical values permitted are between 2 and 20; additionally
you can introduce the “off” option to disable ECHO-REQUEST frame sending.
The default valueis 6.

NOTE: If you disable the transmission of LCP Echo-Request frames, the PPP
interface will remain active provided the base interface does not go down.
(CAREFUL.: there are base interfaces which are always active).

negotiation-delay Time interval (in seconds) waited from the moment the link is considered

active before initiating the LCP negotiation stage. Permitted values are
between 0 (negotiation begins immediately) and 65535. Default is 0.
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Example:

| cp- paraneters
| cp- paraneters
| cp- paraneters
| cp- paraneters
| cp- paraneters

| cp- paraneters
| cp- paraneters
| cp- paraneters

PPP Profiles confi g>LCP- PARAVETERS 1

PPP Profiles confi g>LCP- PARAVETERS 1

PPP Profiles confi g>LCP- PARAMETERS 1

PPP Profiles config>LCP- PARAMETERS 1 termreq 2
PPP Profiles confi g>LCP- PARAMETERS 1

PPP Profiles confi g>LCP- PARAMETERS 2

PPP Profiles confi g>LCP- PARAVETERS 2

PPP Profiles confi g>LCP- PARAMETERS 2 negoti ation-delay 2
PPP Profiles config>LI ST LCP- PARAMETERS

e +
+ LCP PARAMETERS Profiles +
e m m e e e e e e e e e e e e e e eeeeedaaaan +

***  Profile nunber:
Tries Configure-Request 4
Tries Configure-Nak 4
Tries Tern nat e- Request 2
Ti meout between tries (sec) 5
Nunber of Echo- Request G
Del ay before starting LCP negotiation: O

***  Profile nunber: 2 ***
Tries Configure-Request ;10
Tries Configure-Nak ;10
Tries Tern nat e- Request ;10
Ti meout between tries (sec) 3
Nunber of Echo- Request 3

Del ay before starting LCP negotiation: 2

apu PPP Profiles confi g>SHOW MENU
; Showi ng Menu Configuration ...

1
1
1
1
1

2
2
1

PPP Profiles confi g>

def aul t
conf-req 4
conf-nak 4

timeout-retry 5
def aul t
echo-req 3

1 **x

def aul t
conf-req 4
conf-nak 4
termreq 2
timeout-retry 5

def aul t
echo-req 3
negoti ation-delay 2

Profile number

Tries Configure-Request
Tries Configure-Nak
Tries Terminate-Request

Timeout between tries

Number of Echo-Request

displayed LCP parameters profile identifier.

number of CONFIGURE-REQUEST petitions.

number of CONFIGURE NAK frame rejects.

number of TERMINATE-REQUEST without detecting a
response from the remote end (TERMINATE-ACK).

time (in seconds) between consecutive LCP negotiation frame
transmi ssions when an adequate response has not been received.
number of ECHO-REQUEST without response before assuming
thelink is down.

1.7. Configuring Multilink PPP profiles

In order to configure a Multilink PPP parameters profile, use theM UL TILINK command.

Syntax:

| PPP Profiles config>MJITILINK <profile n°> [options] I

The profile number can be between 1 and 255. The value O isreserved for the default

parameters.

To eliminate a Multilink PPP parameters profile, theNO MULTILINK <profile n°> is used.
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profile.

NOTE: So that the PPP tries to negotiate the Multilink PPP protocol, the
MULTILINK negotiate option must be enabled in the associated FACILITIES

The available options are as follows:

activation

no

traffic-Iload

PPP Profiles config>MJULTILINK <profile n°> [options]

cal | - out add new links just for outgoing calls
deactivation options to deactivate |inks

def aul t set multilink-ppp profile default configuration
endpoi nt endpoi nt di scri m nator

fragnmentation forced nmp fragnmentation size

I'i nks- per-bundl e maxi mum nunber of |inks per bundle

mru nrru size in bytes

ssn- header - f or mat short sequence nunber header format

options to activate new |inks

traffic load cal cul ation

activation

call-out

deactivation

Configures the activation options for the new links: interval and
threshold.

“activation interval” thisisthe activation interval (in seconds). This
value can be between 4 and 1800 seconds. The default value is 120
seconds.

“activation threshold” thisisthe activation threshold (%). The default
value for this parameter is 90%.

If, during the activation interval, the average occupation of the
Multilink PPP surpasses the activation threshold, activation of a new
PPP link is requested to add this to the multilink bundle.

When this option is enabled, you can only add new PPP links if the first
link (switched) was originated with an outgoing call. By default this
parameter is disabled.

Configures the deactivation options for the links: interval and threshold.
“deactivation interval” thisisthe deactivation interval (in seconds).
This value can be between 4 and 1800 seconds. The default valueis
300 seconds.

“ deactivation threshold” thisis the deactivation threshold (%). The
default value for this parameter is 50%.

If, during the deactivation interval, the average occupation of the
Multilink PPP (the aggregated capacity) does not reach the deactivation
threshold, deactivation of a PPP link is requested from those pertaining
to the multilink bundle.

NOTE: Only switched links can be dynamically activated and deactivated in a
Multilink PPP bundle.

default

endpoint

Creates a multilink PPP profile with the default parameters or
reestablishes the default parameters for an existing profile.

Specifies the Endpoint Discriminator used. The possible classes are:
ethernet: Ethernet MAC address.

ip: IPaddress.

locally-assigned: locally assigned address, up to 20 characters.
magic-number: magic-number from 4 up to 20 bytes.

f\(/)Teldat TELDAT ROUTER — PPP Global Parameters Configuration Doc.DM710-

1 -34 Rev.10.11



fragmentation

links-per-bundle

mrru

ssn-header-format

traffic-load

Example:

null: null class, this does not have any associated value.
psndn (public switched network directory number): E.164 address

The default valueisnull. Y ou cannot configure the valueslocally-
assigned and magic-number astheir use is not recommended.

Configures the forced fragmentation size for the Multilink PPP frames.
If you wish to disable this option, you can configure the default option 0
(disabled). This parameter is usually used when you want to force a
smaller frame size than that negotiated with the MRRU.

Maximum number of PPP links that you can associate to a Multilink
PPP bundle. Thisvalue can be between 1 and 31, the default being 2.
Maximum size of the Multilink PPP frames accepted at reception (Max-
Receive-Reconstructed-Unit). This value must be between 1 and 4096
bytes. The default value is 1524 bytes.

Indicates that the MP header format is negotiated with the short
sequence number. The default valueis NO.

Indicates the direction of the traffic considered in order to calculate the
average load of the channels. The possible values areinbound (inbound
from the external network towards the device), outbound (outbound
from the device towards the external network) and either (both types of
traffic).

Under normal access conditions towards an external network e.g.
Internet where the majority of the traffic isinbound, we recommend
configuring the inbound value. The default value for this parameter is
either.

Use SSN: NO

Deacti vati on

Deacti vati on
Traffic Load

Use SSN: NO

PPP Profiles config>MULTILINK 1
PPP Profiles config>MJLTILINK 1
PPP Profiles config>MJULTILINK 1
PPP Profiles config>MULTILINK 1
PPP Profiles config>MIULTILINK 2 default
PPP Profiles config>MJULTILINK 2
PPP Profiles config>MJULTILINK 2
PPP Profiles config>MJLTILINK 2
PPP Profiles config>MJULTILINK 2
PPP Profiles config>LI ST MIULTI LI NK

***  Profile nunber: 1 ***
MRRU. . .: 1540

Endpoi nt Discrimnator Cass: 0O
ED value (Null C ass): None
Activation Interval...: 60

Activation Threshold..: 90
Max Links per Bundle.....: 2
Forced Fragnentation Size: 0 (disabled)

Permi ssion to add/renove |inks: Any connection

***  Profile nunber: 2 ***
MRRU. . .: 1524

Endpoi nt Discrimnator Cass: 0O

def aul t

mru 1540

activation interval 60
traffic-load i nbound

activation threshold 85
deactivation threshold 40
fragmentati on 400

|i nks-per-bundl e 4

Interval.: 300

Threshol d: 50
......... : Inbound traffic
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ED val ue (Null d ass): None

Activation Interval...: 120

Deactivation Interval.: 300

Activation Threshold..: 85

Deactivation Threshold: 40

Traffic Load..........: Inbound & Qutbound traffic
Max Links per Bundle..... : 4

Forced Fragmentation Size: 400

Permi ssion to add/renove |inks: Any connection

PPP Profiles confi g>SHOWN MENU
; Showi ng Menu Configuration ...

multilink 1 default

multilink 1 nrru 1540

multilink 1 activation interval 60
multilink 1 traffic-load inbound
multilink 2 default

multilink 2 activation threshold 85
mul tilink 2 deactivation threshold 40
multilink 2 I'inks-per-bundle 4
multilink 2 fragnmentation 400

iDPP Profiles config>

Profile number Multilink PPP profile identifier.

MRRU maximum size of the Multilink PPP frames accepted at
reception.

Use SSN MP header format negotiation with short sequence number.

Endpoint Discriminator Class Specifies the Endpoint Discriminator class.

ED value contains the value of the Endpoint Discriminator. This value
depends on the class configured.

Activation Interval activation interval in seconds.

Deactivation Interval deactivation interval in seconds.

Activation Threshold activation threshold (%).

Deactivation Threshold deactivation threshold (%).

Traffic Load traffic considered to calculate the average load of the links.

Max Links per Bundle maximum number of PPP links associated to the Multilink PPP
bundle.

Forced Fragmentation Sze Forced fragmentation size for the Multilink PPP frames.
Permission to add/remove links restrictions on the type of connection when
adding/removing links.

1.8. Configuring NCP profiles

In order to configure an NCP parameters profile (Network Control Protocol parameters), use
the NCP command.

Syntax:
|PPP Profiles config>NCP <profile n°> [options] I

The profile number can be between 1 and 255. The value O isreserved for the default
parameters.

To eliminate an NCP parameters profile, the NO NCP <profile n°> is used.

The available options are as follows:
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PPP Profiles config>NCP <profile n°> [options]
conf-req configure-request tries
conf - nak configure-nak tries
def aul t set ncp profile default configuration
termreq term nate-request tries
tineout-retry time between tries
conf-req Indicates the number of times that an NCP CONFIGURE-REQUEST will be

transmitted to establish the network protocol. The permitted values are
between 1 and 100. The default valueis 10.

conf-nak Maximum number of CONFIGURE-NAK rejects that will be transmitted

default

during link establishment before timing out due to non-compatible
configuration between both ends. The permitted values are between 1 and 100.
The default valueis 10.

Creates an NCP profile with the default parameters or reestablishes the default
parameters for an existing profile.

term-req Number of times that the TERMINATE-REQUEST frame will be sent without

detecting a TERMINATE-ACK response before finalizing network protocol in
an orderly way. The permitted values are between 1 and 20. The default value
is10.

timeout-retry Thisis the time in seconds between consecutive NCP negotiation frame

transmissions when an adequate response has not been received. The permitted
values are between 1 and 30 seconds. The default value is 3 seconds.

Example:

PPP Profiles config>NCP 1 default

PPP Profiles config>NCP 1 conf-req 3

PPP Profiles config>NCP 1 tineout-retry 7
PPP Profiles config>NCP 2 default

PPP Profiles config>NCP 2 termreq 2

PPP Profiles config>NCP 2 conf-nak 3

PPP Profiles config>LI ST NCP

***  Profile nunber: 1 ***

***  Profile nunber: 2 ***

PPP Profiles confi g>SHOWN MENU
; Showi ng Menu Configuration ...

PPP Profiles confi g>

Tries Configure-Request : 3
Tries Configure-Nak ;10
Tries Terni nat e- Request ;10
Ti meout between tries (sec) 7

Tries Configure-Request 1
Tries Configure-Nak 3
Tri es Term nat e- Request :2
Ti meout between tries (sec) 3

ncp 1 default
ncp 1 conf-req 3
ncp 1 tineout-retry 7

ncp 2 default
ncp 2 conf-nak 3
ncp 2 termreq 2

Profile number displayed NCP parameters profile identifier.
Tries Configure-Request number of CONFIGURE-REQUEST petitions.
Tries Configure-Nak number of CONFIGURE NAK rejects.

Tries Terminate-Request number of TERMINATE-REQUEST without detecting a

response from the remote end (TERMINATE-ACK).
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Timeout between tries time (in seconds) between consecutive NCP negotiation frame
transmissions when an adeguate response has not been received.

1.9. Configuring User profiles

In order to configure a profile that defines a user, apply the USER command.

Syntax:
|PPP Profiles confi g>USER <profile n°> [options] I

The profile number can be between 1 and 255. The value O isreserved for the default
parameters.

To eliminate a user profile, the NO USER <profile n°> is used.

The available options are as follows:

PPP Profiles config>USER <profile n°> [options]
def aul t set user profile default configuration
| ogin login of this user
password password of this user
secret secret of this user
default Creates a user profile with the default parameters or reestablishes the default
parameters for an existing profile.
login Thisisthe user name or identifier used in the authentication process. The

maximum length of the login is 32 characters.

password Thisisthe password used when the authentication is carried out through either
PAP or CHAP. Maximum length of the password is 32 characters.

secret When you wish to configure a different password depending on the type of
authentication, execute the following: password configures the password you
wish to use for PAP and secret for CHAP. Thisoptionisonly used if the
CHAP password is going to be different from PAP. Contrariwise, use
password only. Maximum length for secret is 32 characters (the same as
password).

Example:

PPP Profiles config>USER 1 |ogin userl

PPP Profiles confi g>USER 1 password passwordl

PPP Profiles config>USER 2 |ogin anot heruser

PPP Profiles config>USER 2 password anot her password
PPP Profiles config>LI ST USER

S +
+ USER Profiles +
U +
***  Profile nunber: 1 ***

Logi n: userl

Password: ****x

Secret: *okk ok ok

***  Profile nunber: 2 ***

Logi n: anot heruser
Password: *****
Secret: *okkkx

PPP Profiles confi g>SHOWN MENU
; Showi ng Menu Configuration ...

user 1 default
user 1 login userl
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user 1 password passwordl

user 2 default
user 2 | ogin anotheruser
user 2 password anot her password

iDPP Profiles config>

Profile number identifier of the displayed user profile.

Login user name used in the authentication process.

Password password used when the authentication is carried out through the PAP
protocol.

Secret password used when authentication is carried out through the CHAP
protocol.

1.10. Configuring the User List profiles

The user list profiles are used to locally validate authentication information sent by the remote
end of the connection and used when it has not been specified that the validation must be
carried out through a RADIUS server. In thisway, only those connections proceeding from
permitted users who have been previously configured in a determined user list profile will be
accepted.

To configure a profile that defines alist of authorized users, apply theUSERS-LIST
command.

Syntax:
| PPP Profiles config> USERS-LI ST <profile n°> [options] I

The profile number can be between 1 and 255. The value O isreserved for the default
parameters.

To eliminate an authorized user list profile, theNO USERS-LI ST <profile n°> is used.
The available options are as follows:

PPP Profiles config> USERS-LI ST <profile n°> [options]

def aul t set users-list profile default configuration
no

user user name

default Creates auser list profile with the default parameters or reestablishes the default
parameters for an existing profile.

user User (login) name or identifier previously defined (in a user profile) that isincluded
in the list of authorized users. If theintroduced user name does not correspond to
any user profile, an error is produced. Y ou can define up to 254 usersin auser list
profile. To eliminate a determined user from the user list, the USERS-LIST
<profilen®> NO USER <login> is used.

Example:

PPP Profiles config>USER 1 | ogi n aaaaa

PPP Profiles config>USER 2 | ogi n bbbbb

PPP Profiles config>USER 3 | ogin ccccc

PPP Profiles config>USER 4 | ogi n ddddd

PPP Profiles confi g>USER 5 | ogi n eeeee

PPP Profiles confi g>USERS-LI ST 1 default
PPP Profiles confi g>USERS-LI ST 1 user aaaaa

L
L
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PPP Profiles confi g>USERS-LI ST 1 user bbbbb
PPP Profiles config>USERS- LI ST 2 default
PPP Profiles confi g>USERS-LI ST 2 user bbbbb
PPP Profiles confi g>USERS-LI ST 2 user ccccc
PPP Profiles config>USERS-LI ST 2 user ddddd
PPP Profiles confi g>USERS-LI ST 2 user eeeee
PPP Profiles config>LI ST USERS-LI ST

S +
+ USERS-LI ST Profiles +
Fo o oo e m o e oo e oo e o et m et e e oo +
***  Profile nunber: 1 ***

Logi n: aaaaa

Logi n: bbbbb
***  Profile nunber: 2 ***

Logi n: bbbbb

Logi n: cceccce

Logi n: ddddd

Logi n: eeeee

PPP Profiles confi g>SHOWN MENU
; Showi ng Menu Configuration ...

user 1 default
user 1 | ogin aaaaa

user 2 default

user 2 | ogin bbbbb

user 3 default

user 3 login ccccc

user 4 default

user 4 |ogin ddddd

users-list 1 default

users-list 1 user aaaaa

users-list 1 user bbbbb
1 users-list 2 default

users-list 2 user bbbbb

users-list 2 user ccccc

users-list 2 user ddddd

users-list 2 user eeeee

PPP Profil es config>

Profile number identifier of the displayed users|list profile.
Login identifier of the authorized user.

1.11. Configuring PPP Global profiles

The PPP interfaces obtain information from the PPP own parameters of a PPP global profile
which groups the said parameters.
To configure a PPP global profile, use the PPP command.

Syntax:
|PPP Profiles config>PPP <profile n°> [opciones] I

The profile number can be between 1 and 255. The value O isreserved for the default
parameters.

To eliminate a PPP global profile, the NO PPP <profile n°> is used.

The available options are as follows:
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PPP Profiles config>PPP <n°® perfil> [opciones]

aut hentication-profile authentication profile id
backup-profile backup profile id
ccp-profile ccp profile id

def aul t set ppp profile default configuration
facilities-profile facilities profile id

i pcp-profile ipcp profile id

| cp-paraneters-profile I cp paraneters profile id
mul tilink-profile mul tilink ppp profile id
ncp-profile ncp profile id
users-list-profile users list profile id

authentication-profile This is the number of the user profile to be associated to this global
profile to carry out authentication if the remote end requests this. The
values contained in this profile (login and password in cases of PAP
authentication and login and secret in cases of CHAP) are used to send
these to the remote end during the authentication process.

backup-profile Backup profile to be used.

ccp-profile CCP profile to be used.

default Creates a PPP global profile with the default parameters (use the default
profiles) or reestablishes the default parameters for an existing profile.

facilities-profile Facilities profile to be used.

ipcp-profile IPCP profile to be used.

|cp-parameters-profile LCP parameters profile to be used.

multilink-profile Multilink PPP parameters profile to be used.

ncp-profile NCP parameters profile to be used.

users-list-profile Authorized users list profile to be used.

In al cases, the default parameters are found associated to the “0” profile. By default, the PPP
global profileis composed of the default profiles of each type of parameter.

Example:

PPP Profiles config>PPP 1

PPP Profiles config>PPP 1 authentication-profile 1
PPP Profiles config>PPP 1 users-list-profile 1

PPP Profiles config>PPP 2 default
2
2
2

def aul t

PPP Profiles config>PPP 2 facilities-profile 2
PPP Profiles config>PPP 2 ipcp-profile 2

PPP Profiles config>PPP 2 nmultilink-profile 2
PPP Profiles config>LI ST PPP

o o o e e e e e e e e e e e e e e +
+ GLOBAL PPP Profiles +
S +

***  Profile nunber: 1 ***

BACKUP Profile Number........: 0 (default)
CCP Profile Nunmber...........: 0 (default)
FACI LI TIES Profile Nunber....: 0 (default)
| PCP Profile Number..........: 0 (default)
LCP PARAMETERS Profil e Nunber: 0 (default)
MULTI LI NK PPP Profile Nunber.: 0 (default)
NCP Profile Number...........: 0 (default)
AUTHENTI CATI ON Profile Number: 1
USERS- LI ST Profile Nunber....: 1
***  Profile nunber: 2 ***
BACKUP Profile Number........: 0 (default)
CCP Profile Nunmber...........: 0 (default)
FACI LI TIES Profile Number....: 2
| PCP Profile Number..........: 2
LCP PARAMETERS Profil e Nunber: 0 (default)
MULTI LI NK PPP Profile Nunber.: 2
NCP Profile Number...........: 0 (default)
AUTHENTI CATI ON Profile Nunber: 0 (default)
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ppp 1 default
ppp 1
ppp 1
ppp 2 default
ppp 2
ppp 2
ppp 2

iDPP Profiles config>

i pcp-profile 2
mul tilink-profile 2

USERS- LI ST Profile Nunber..

PPP Profiles confi g>SHOW CONFI G
; Showi ng Menu Configuration ...

aut hentication-profile 1
users-list-profile 1

facilities-profile 2

0 (default)

Profile number
BACKUP Profile Number

CCP Profile Number
FACILITIES Profile Number
IPCP Profile Number

LCP Parameters Profile
MULTILINK PPP Profile Number
NCP Profile Number

AUTHENTICATION Profile Number

authentication.
USERS-LIST Profile Number

identifier of the displayed PPP global profile.

Backup profile number.
CCP profile number.
Facilities profile number.
IPCP profile number.
LCP Parameters profile number.
Multilink PPP profile number.
NCP profile number.
User profile number used in device

permitted Users List profile number.

1.12. Listing the configured profiles

The LIST ALL command from the PPP profiles configuration menu displays the distinct
parameters associated to all the PPP profiles configured in the device.

PPP Profiles config>LI ST ALL
S +
+ BACKUP Profiles +
S +
***  Profile nunber: 1 ***

Nunmber of call retries...: 3

NCP tinmeout..............: 90 sec

Ti ne between test calls..: 2 mn

Maxi mum backup tinme......: 3600 min
***  Profile nunber: 2 ***

Nunber of call retries...: 5

NCP tinmeout..............: 30 sec

Ti ne between test calls..: 0 mn

Maxi mum backup time......: 0 mn
S +
+ CCP Profiles +
o o e e e e e e e e e oo eeeeeaao +
***  Profile nunber: 1 ***

CCP Options Encode Decode

Type : NO COWP LZS- DCP

Lengt h : 0 6

Hi story Count PackbyPack PackbyPack

Check Mode None None

Process Mde None None
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Pr ot ocol : PPP

***  Profile nunber: 2 ***

CCP Options Encode
Type : NO COowP
Lengt h : 0

Hi story Count : PackbyPack
Check Mode : None
Process Mde : None

Pr ot ocol : PPP

***  Profile nunber: 1 ***
Aut henti cati on enabl ed: CHAP
Val i dati on by Keys
Ml tilink PPP enabl ed
CCP di sabl ed
CRTP Conpr essi on di sabl ed
RI P no-di al disabled
No nenber of any Dial Routing Poo

***  Profile nunber: 2 ***
Aut henti cati on enabl ed: PAP
Val i dati on by RADI US
Mul tilink PPP disabled
CCP di sabl ed
CRTP Conpressi on enabl ed
UDP Checksum in CRTP disabl ed
RI P no-di al enabl ed
No nmenber of any Dial Routing Poo

***  Profile nunber: 1 ***
I P Van Jacobson Conpression : NO
Local IP address : Assigned
Renote | P address : None

***  Profile nunber: 2 ***
I P Van Jacobson Conpression : YES
Local IP address : Fixed
Renpte | P address : Fixed
IP renpte address : 10.0.0.1

***  Base Interface: bri0/0 ***
Interface MRU (bytes)
Magi ¢ Nurber :
Asynchronous Control Character Mp
Prot ocol Field Conpression :
Address Control Field Conpression

***  Base Interface: serial0/0 ***
Interface MRU (bytes)
Magi ¢ Nunber :
Asynchronous Control Character Map
Protocol Field Conpression :
Address Control Field Conpression

***  Profile nunber: 1 ***
Tries Configure-Request
Tries Configure-Nak
Tri es Term nat e- Request

SeqNum+LCB
None
PPP

1524
YES
FFFFFFFF
YES

NO

1500
YES
00000000
YES

YES
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Ti meout between tries (sec) 5
Nunber of Echo- Request G
Del ay before starting LCP negotiation: 0
***  Profile nunber: 2 ***
Tries Configure-Request ;10
Tries Configure-Nak ;10
Tri es Term nat e- Request ;10
Ti neout between tries (sec) 3
Nunmber of Echo- Request 3

Del ay before starting LCP negotiation: 2

S +
+ MULTILINK Profiles +
S +
***  Profile nunber: 1 ***

MRRU. . .: 1540

Use SSN: NO

Endpoi nt Discrimnator Cass: 0O

ED value (Null C ass): None

Activation Interval...: 60

Deactivation Interval.: 300

Activation Threshold..: 90

Deactivation Threshol d: 50

Traffic Load..........: Inbound traffic

Max Links per Bundle.....: 2

Forced Fragnentation Size: 0 (disabled)

Permi ssion to add/renove |inks: Any connection

***  Profile nunber: 2 ***
MRRU. . .: 1524
Use SSN: NO
Endpoi nt Discrimnator Cass: O
ED value (Null C ass): None
Activation Interval...: 120
Deactivation Interval.: 300
Activation Threshold..: 85
Deacti vati on Threshol d: 40
Traffic Load.......... : Inbound & Qutbound traffic
Max Links per Bundle.....: 4
Forced Fragmentation Size: 400
Permi ssion to add/renove |inks: Any connection

S +
+ NCP Profiles +
S +
***  Profile nunber: 1 ***

Tries Configure-Request 3

Tries Configure-Nak ;10

Tries Terni nat e- Request ;10

Ti meout between tries (sec) 7

***  Profile nunber: 2 ***
Tries Configure-Request 1
Tries Configure-Nak : 3
Tries Terni nat e- Request 2
Ti meout between tries (sec) : 3

S +
+ USER Profiles +
U +
***  Profile nunber: 1 ***

Logi n: userl

Password: ****x

Secret: *okk ok ok

***  Profile nunber: 2 ***
Logi n: anot heruser

Password: ****x
Secret: *ok kKK
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e e e e e memmmeemeememmmeecmememeemmeeemmememmmmemmememmmm-mmmm—mm—.———————————
***  Profile nunber: 1 ***

Logi n: userl
***  Profile nunber: 2 ***

Logi n: userl

Logi n: anot heruser
e
+ GLOBAL PPP Profiles
e e e e e memmmeemeememmmeecmememeemmeeemmememmmmemmememmmm-mmmm—mm—.———————————

***  Profile nunber: 1 ***

BACKUP Profile Number........: 0 (default)
CCP Profile Nunmber...........: 0 (default)
FACI LI TIES Profile Nunber....: 0 (default)
| PCP Profile Number..........: 0 (default)
LCP PARAMETERS Profil e Nunber: 0 (default)
MULTI LI NK PPP Profile Nunber.: 0 (default)
NCP Profile Number...........: 0 (default)
AUTHENTI CATI ON Profile Number: 1
USERS- LI ST Profile Nunber....: 1
***  Profile nunber: 2 ***
BACKUP Profile Number........: 0 (default)
CCP Profile Nunmber...........: 0 (default)
FACI LI TIES Profile Nunber....: 2
| PCP Profile Number..........: 2
LCP PARAMETERS Profil e Nunber: 0 (default)
MULTI LI NK PPP Profile Nunber.: 2
NCP Profile Number...........: 0 (default)
AUTHENTI CATI ON Profile Nunber: 0 (default)
USERS- LI ST Profile Nunber....: 0 (default)

PPP Profiles config>
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2. Configuring PPP Events

The PPP interfaces have a specific global menu available. From the events configuration
menu enter the command PPP. This command permits you to access the menu in order to

configure the PPP events:
Conf i g>EVENT

- ELS Config --
ELS confi g>ppp

-- PPP Events Configuration
PPP Events config>

The options available in the PPP events configuration menu are as follows:

PPP Events config>?
DI SABLE

ENABLE

LI ST

MODE

EXIT

PPP Events config>

ENABLE/DISABLE ALL

This command permits you to enable/disable all the PPP events.

PPP Events confi g>ENABLE ALL
PPP Events config>

PPP Events confi g>DI SABLE ALL
PPP Events config>

ENABLE/DISABLE AUTHENTICATION
This command permits you to enabl e/disabl e the group of PPP eventsrelated to

authentication.

PPP Events confi g>ENABLE AUTHENTI CATI ON
PPP Events config>

PPP Events confi g>DI SABLE AUTHENTI CATI ON
PPP Events config>

ENABLE/DISABLE ERROR
This command permits you to enable/disable the group of PPP eventsrelated toerrors.

PPP Events confi g>ENABLE ERROR
PPP Events config>

PPP Events confi g>DI SABLE ERROR
PPP Events config>
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ENABLE/DISABLE INFORMATION
This command permits you to enable/disable the group of PPP events related to general
information.

PPP Events confi g>ENABLE | NFORNMATI ON
PPP Events config>

PPP Events confi g>DI SABLE | NFORMATI ON
PPP Events config>

ENABLE/DISABLE NEGOTIATION
This command permits you to enable/disabl e the group of PPP events related to negotiation
(including events associated to the LCP negotiation and the distinct NCPs).

PPP Events confi g>ENABLE NEGOTI ATl ON
PPP Events config>

PPP Events confi g>DI SABLE NEGOTI ATI ON
PPP Events config>

ENABLE/DISABLE PACKET
This command permits you to enabl e/disabl e the group of PPP eventsrelated to the
transmission and reception of PPP packets.

PPP Events confi g>ENABLE PACKET
PPP Events config>

PPP Events confi g>DI SABLE PACKET
PPP Events config>

LIST

Displays the existing PPP events configuration in the device, indicating what type of events
are enabled and disabled. Additionally thisindicates the chosen view mode for the events:
user or expert.

PPP Events config>LI ST
o m e e e e e e e e e e e e e e e +
+ EVENT Configuration +
S +
PPP Aut henti cation Events: D sabled
PPP Error Events.........: Disabled
PPP I nformati on Events...: D sabled
PPP Negoti ati on Events...: D sabled
PPP Packet Events........: Disabled
PPP Events Mdde..........: User
PPP Events config>
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MODE EXPERT
Selecting the expert mode for PPP events viewing. The expert mode displays information

occurring in the PPP interface in maximum detail.

PPP Events confi g>MODE EXPERT
PPP Events config>

MODE USER
Selecting the user mode for PPP events viewing. The user mode displays the main

information (without going into in-depth detail) occurring in the PPP interface.

PPP Events confi g>MODE USER
PPP Events config>

EXIT

Exits the PPP events configuration and returns to the PPP global parameters configuration
menu.

PPP Events confi g>EXI T
PPP d obal config>
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Chapter 4
PPP Interface Monitoring




1. PPP Interface Monitoring

This section summarizes and explains the PPP interface monitoring commands.
In order to access the PPP interface monitoring menu, enter theNETWORK <PPP
I nterface> command from the general monitoring menu:

+NETWORK pppl
Generic PPP Consol e

pppl>
Command Function
? (HELP) Lists the commands or their options.
BASE-INTERFACE Accesses the base interfaces monitoring menu associated to
the PPP interface.
PPPOE Accesses the PPPOE parameters monitoring menu.
PPP Accesses the PPP parameters monitoring menu.
EXIT Exits the PPP interface monitoring.
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2. Monitoring the Base Interfaces of the PPP

Interface

To access the menu where you can carry out monitoring over the BASE interfaces of the PPP
interface, enter the BASE-INTERFACE command from the PPP interface monitoring menu:

ppp1>BASE- | NTERFACE
Base Interface Consol e
pppl Base | FC

The available optionsin this menu are as follows:

pppl Base | FC?
LI ST
EXIT
pppl Base | FC

LIST

Displays the base interfaces parameters associated to a determined PPP interface. In cases
where more than one base interface has been associated to the PPP interface, the value for

these parametersis displayed for each link.

pppl Base | FC>LI ST
Profile nane

Desti nation address
Local address

Base interface
Crcuit id request
Dial circuit status . OPEN
Crcuit id assigned 1

R

pppl Base | FC

Profile name DIAL profile name being used for the link (only when base interfaces

need to use a profile of thistype).

Destination address remote address used (destination n° in switched interfaces).

Local address
Base interface
Circuit id request
Dial circuit status
Circuit id assigned

EXIT

displays the local address used (local n°in switched interfaces).
base interface identifier.

identifier of the circuit requested in the configuration.

current status of the DIAL circuit (base interface status).
assigned circuit identifier.

This command allows you to exit the PPP base interface monitoring and return to the general
PPP monitoring menu.

pppl>

pppl Base | FCEXI T
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3. PPP Monitoring of the PPP Interface

To access the PPP parameters monitoring menu, enter the PPP command from the PPP
interface monitoring menu.
pppX>PPP

- PPP Console --
pppX PPP>

The following commands are presented in the PPP monitoring menu:

pppX PPP>?
CLEAR

LI ST
RESET- LI NK
EXIT

pppX PPP>

CLEAR

Permits you to clear (initialize) all the statistics associated to the PPP interface in question.

pppX PPP>CLEAR
pppX PPP>

LIST CONTROL CCP
Displays the CCP control parameters negotiated in encoding and decoding as well as the
current status of the CCP protocol and if thisis enabled or disabled. In cases where CCP has

not been negotiated, the configuration values are displayed.
pppX PPP>LI ST CONTROL CCP

CCP Enabl ed CCP State . OPENED
Q(PPP): ENCODE LZS-DCP 1 SeqNum+LCB ProcUnconp
Session: 1 Sequence nunber: 0
| (PPP): DECCDE STAC 1 Extended
Sessi on: 2 Sequence nunber: 0
pppX PPP>

CCP Sate  CCP dtate.
ENCODE negotiated encode options.
DECODE negotiated decode options.

LIST CONTROL IPCP

Displays the options negotiated when establishing the IPCP network layer protocol. In cases
where you are using dynamic |P address assignment, you can check the assigned | P addresses.
In the same way, you can display the remote end IP addressif this has been received. If the
IPCP negotiation has not completed, the configuration values are displayed.
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pppX PPP>LI ST CONTRCL | PCP

I PCP State : OPENED
| PCP Options Local Renot e
IP Address  :  102.168.2.83 192.168.2.24
Van Jacobson Cnp: NO NO
pppX PPP>
IPCP State IPCP state.
IP Address IP addresses at both ends of the PPP interface.

Van Jacobson Cmp

indicates if the Van Jacobson compression has been negotiated.

LIST CONTROL LCP

Displays the options transmitted and received when establishing the link as well as the current
state of the LCP protocol. In cases where more than one base interface has been associated to
the PPP interface, the value of these parameters are displayed for each link. For those base
interfaces that have not finished negotiating LCP, the configuration parameters are displayed.

pppX PPP>LI ST CONTROL LCP
Ver si on : 3.0.0
Base Interface 1 SYNCUO
Base Circuit Id o1
LCP State . OPENED
LCP Options Local Renot e
Max Receive Unit: 1500 1500
Async Char Mask : Oxffffffff Oxffffffff
Aut henti cati on PAP PAP
Magi ¢ Nunber : 0x22ad0a50 0x423belcc
Prot Field Conpr: NO NO
Addr/ Ctrl Conpr : NO NO
32-Bit Checksum : NO NO
pppX PPP>
Version aways 3.0.0.

Base Interface identifier and type of base interface.

Base Circuit Id
LCP Sate

Max Receive Unit
Async Char Mask
Magic Number
Prot Field Compr
negotiated.

32-Bit Checksum

base circuit identifier.

LCP state.

value of the negotiated MRU.

negotiated Asynchronous Control Character Map (ACCM).
negotiated Magic Number.

indicates if the Protocol Field Compression (PFC) option has been

always NO, due to the fact that a 16 bits checksum is used.

LIST CONTROL MULTILINK-PPP
When you negotiate multilink PPP in a PPP interface, this commands permits the negotiated

MP options to be disp

layed as well as other parameters related to the PPP multilink bundle.

When the Multilink PPP has not been negotiated, the locally configured options are displayed.
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MP Opti ons:

ED val ue (MAC Address):

Renot e User: nucl eox
Active links in bundle:
Current Fragnent Queue L

pppX PPP>

pppX PPP>LI ST CONTROL MULTI LI NK- PPP
- Multilink PPP: NEGOTI ATED ---

Local MRRU ..........: 1524
Local SSN ...........: NO

Local EndPoint Disc. : Class 0O
ED val ue (Null d ass): None
Renmote MRRU ..........: 1524
Remote SSN ...........: NO
Renot e EndPoint Disc. : Class 3

00- AO- 26- 40- OE- 70

1
ength: 0

MRRU
SSN

EndPoint Disc

ED value

Remote User

Active Linksin Bundle

Current Fragment Queue Length

LIST CCP

negotiated MRRU.

indicates if the SSN (Short Sequence Number) header
format has been negotiated.

negotiated Endpoint Discriminator class.

negotiated Endpoint Discriminator value.

authenticated remote user.

number of active PPP linksin the multilink PPP bundle.
current length of the fragment queue.

Displays the statistics associated to the CCP protocol.

pppX PPP>LI ST CCP
CCP Statistics

Recei

ig. Ack....:

Processed Frns.:
Processed Bytes:
Dec/ Enc Franmes. :
Dec/ Enc Bytes..:
Unconpress Frns:
Error Franes...:
Reset Request..:
Reset Ack......:
Qut of Sequence:
LCB Error
Header Error...:
pppX PPP>

ved

ul
=
OO0 0O0O0O0DWVWOHOOOOOOOR

OCO0O0O0O0O0OOFROOOOOOR
=
a1

Config. Request
Config. Ack
Config. Nak
Config. Reject
Termin. Request
Termin. Ack
Processed Frms
Processed Bytes

Number of Configure Request CCP frames.

Number of Configure Ack CCP frames.

Number of Configure Nak CCP frames.

Number of Configure Reject CCP frames.

Number of Terminate Request CCP frames.

Number of Terminate Ack CCP frames.

Number of processed frames received for decompress/compress.
Number of processed bytes received for decompress/compress.
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Dec/Enc Frames
Dec/Enc Bytes
Uncompress Frms
Error Frames
Reset Request
Reset Ack

Out of Sequence
LCB Error
Header Error

LIST IPCP
Displays the statistics

Number of decompressed/compressed frames.

Number of decompressed/compressed bytes.

Number of non-processed frames received for decompress/compress.
Number of frames with errors in compression/decompression.
Number of Reset Request CCP frames.

Number of Reset Ack CCP frames.

Number of sequence errors.

Number of LCB errors in reception/transmission.

Number of header errors.

associated to the IPCP protocol.

pppX PPP>LI ST |
I PCP Statistics
Config. Request
Config. Ack
Config. Nak

Term n. Request
Termin. Ack
pppX PPP>

Config. Reject

PCP
Recei ved Send

Config. Request
Config. Ack
Config. Nak
Config. Reject
Termin. Request
Termin. Ack

LIST LCP
Displaysthe LCP stati

Number of Configure Request IPCP frames.
Number of Configure Ack IPCP frames.
Number of Configure Nak IPCP frames.
Number of Configure Reject IPCP frames.
Number of Terminate Request IPCP frames.
Number of Terminate Ack IPCP frames.

stics for each link. In cases where more than one base interface has

been associated to the PPP interface, the statistics value for each link is displayed.

Base Interface
Base Circuit Id
LCP Statistics

Config. Ack
Config. Nak

Termin. Ack

Echo Repl y

pppX PPP>

pppX PPP>LI ST LCP

Confi g. Requestg

Config. Reject
Termin. Request:

Echo Request :

1 SYNCUO
o1
Recei ved Send
89 95
912 1186
2 6
2 2
0 0
1 0
0 1
0 0
42 44
42 42

Base Interface
Base Circuit Id
Frames

base interface number and associated descriptor.
Identifier of the base circuit to which these counters are associated.
Number of received/transmitted frames.
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Bytes Number of received/transmitted bytes.
Config. Request Number of Configure Request LCP frames.
Config. Ack Number of Configure Ack LCP frames.
Config. Nak Number of Configure Nak LCP frames.
Config. Regject Number of Configure Reject LCP frames.
Termin. Request Number of Terminate Request LCP frames.
Termin. Ack Number of Terminate Ack LCP frames.
Echo Request Number of Echo Request LCP frames.
Echo Reply Number of Echo Reply LCP frames.

LIST MULTILINK-PPP

Displays the statistics associated to the Multilink PPP.
pppX PPP>LI ST MJLTI LI NK- PPP

- Multilink PPP: NEGOTI ATED ---

MP Statistics:

Tx. Franes .....: 6
Tx. Bytes ......: 177
Rx. Frames .....: 6
Rx. Bytes ......: 177

Enqueued Franes :
Error Franes ...:
Lost Franes

pppX PPP>
Tx. Frames Number of transmitted MP frames.
Tx. Bytes Number of transmitted bytes.
Rx. Frames Number of received MP frames.
Rx. Bytes Number of received bytes.
Enqueued Frames  Number of enqueued frames.
Error Frames Number of frames discarded due to errors.
Lost Frames Number of frames discarded due to sequence number.

LIST VAN-JACOBSON-COMPRESSION

Permits you to view the statistics associated to the Van Jacobson compression.

pppX PPP>LI ST VAN- JACOBSON- COVPRESSI ON
Van Jacobson Statistics

out bound TCP/ | P packets:

out bound TCP/ | P conpressed packets:
searches for connection state:
times couldn't find conn. state:

i nbound TCP/ I P unconpressed packets:
i nbound TCP/I P conpressed packets:

i nbound TCP/I P unknown type packets:
i nbound TCP/ I P packets tossed error:
pppX PPP>

[ejeolololololoNe)

outbound TCP/IP packets Number of outgoing TCP/IP packets.

outbound TCP/IP compressed packets Number of outgoing TCP/IP compressed packets.
searches for connection state Number of searches for the connection state.

times couldn't find conn. Sate Number of times the connection state could not be found.
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inbound TCP/IP uncompressed packets Number of incoming TCP/IP uncompressed

packets.

inbound TCP/IP compressed packets Number of incoming TCP/IP compressed packets.

inbound TCP/IP unknown type packets Number of incoming TCP/IP unknown type
packets discarded.

inbound TCP/IP packets tossed error Number of incoming TCP/IP erroneous packets

discarded.

LIST CRTP-COMPRESSION
Displays the statistics associated to the CRTP compression.

pppX PPP>LI ST CRTP- COWPRESSI ON

CRTP Conpression Statistics

Qut bound RTP packets: 552

Qut bound RTP conpressed packets: 347

Searches for connection state: 0

Tinmes couldn't find conn. state: 0

I nbound RTP unconpressed packets: 287

I nbound RTP conpressed packets: 156

I nbound RTP unknown type packets: 0

I nbound RTP Context State packets: 0

pppX PPP>
Outbound RTP packets Number of outgoing RTP packets.
Outbound RTP compressed packets Number of outgoing RTP compressed packets.
Searches for connection state Number of searches for the connection state.
Times couldn't find conn. Sate Number of times the connection state could not be found.

Inbound RTP uncompressed packets Number of incoming RTP uncompressed packets.
Inbound RTP compressed packets Number of incoming RTP compressed packets.

Inbound RTP unknown type packets Number of incoming RTP unknown type packets.
Inbound RTP Context State packets Number of incoming RTP Context State packets.

RESET-LINK

Reset the PPP connection. If the PPP interface has negotiated Multilink PPP and has various
PPP links grouped in amultilink bundle, al the links associated to the said PPP interface are
closed.

pppX PPP>RESET- LI NK
pppX PPP>

EXIT
This command permits you to exit the PPP parameters monitoring and return to the PPP

general monitoring menu.

pppX PPP>EXI T
pppX>
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Chapter 5
PPP Interface Configuration Examples




1. PPP Interface over serial line

1.1. Description

In this example, we are going to configure a PPP interface over a synchronous serial line. The
PPP interface is configured in such away that the local end behaves as server and the remote
end asclient. l.e. thelocal end will use afixed IP address, previously configured, and assign
one to the remote end during IPCP negotiation. Additionally, during the link establishment
process authentication for the remote end through PAP protocol is carried out using the
permitted users list configured at the local end. Finally the LCP options associated to the
serial interface are configured to use a 2048 byte MRU and request during the LCP
negotiation that the remote ends carries out compression (elimination) of the protocol field.

Server . . Client
Serial Line
O e, BEEARE ‘1/@
Remote End
Local End 150 5141.1/16 1502141216 o OCEN

1.2. Configuration

Thefirst step isto assign the interfaces. Specifically this means to assign a synchronous serial
interface to the device WAN connector (if there is more than one WAN connector, you can

select any of them) and create the PPP interface.

* PROCESS 4

Confi g>SET DATA-LINK sync serial 0/0
Confi g>ADD device ppp 1

Added PPP interface pppl

Confi g>

The next step isto assign an IP address to the recently created PPP interface. To do this, you
need to access the IP configuration menu and execute the ADDRESS command indicting the

created PPP interface, the required IP address and its mask.

* PROCESS 4
Conf i g>PROTOCCL | P

- Internet protocol user configuration --
| P confi g>ADDRESS pppl 150.214.1.1 255.255.0.0
I P config>exit
Confi g>

The following step isto indicate that the created PPP interface is going to be mounted over the
WAN1 synchronous serial line. For thisyou need to access the configuration menu for the
base interfaces associated to the PPP1 interface and execute theBASE-INTERFACE
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command indicating the synchronous serial interface and the option to associate the said
interface to PPP.
Conf i g>NETWORK pppl

- Generic PPP User Configuration --
pppl confi g>BASE- | NTERFACE

- Base Interface Configuration --
pppl Base | FC confi g>BASE- | NTERFACE serial 0/0 Iink
pppl Base | FC confi g>EXI T
pppl confi g>EXI T
Confi g>

Next, the configuration of the necessary PPP profilesto be subsequently assigned to the
created PPP interfaceis carried out. For thisyou need to access the PPP profiles
configuration menu in the following way:

Conf i g>GLOBAL- PROFI LES PPP

- PPP Profiles Configuration --
PPP Profiles config>

Next, the configuration of the facilities profileis carried out. Here you indicate that the
remote end must authenticate itself through the PAP protocol which instead of using a Radius
server to carry out remote user authentication, uses the permitted users list configured which
does not negotiate Multilink PPP, does not enable CRTP compression and does not enable the
RIP-no-dial facility either.

PPP Profiles config>FACI LI T
PPP Profiles config>FACILIT
PPP Profiles config>

IES 1 default
I ES

1 aut hentication pap

Subsequently, the IPCP profile configuration is carried out. Here you indicate that the Van
Jacobson compression is not enabled, that the local end uses the IP address configured for this

specific PPP interface and that address 150.214.1.2 is assigned to the remote end.

PPP Profiles config> PCP 1 default

PPP Profiles config> PCP 1 |ocal-ip fixed

PPP Profiles config> PCP 1 renpte-ip fixed 150.214.1.2
PPP Profiles config>

Next, the configuration of the LCP options profileis carried out. Here you indicate that a
2048 byte MRU (Maximum Received Unit) is used, the use of the magic number is enabled,
the compression of the protocol field is enabled and that the compression of the HDLC frame

control and address fields is not enabled.

PPP Profiles config>LCP-OPTIONS serial 0/0 default

PPP Profiles config>LCP-OPTIONS serial0/0 nru 2048
PPP Profiles config>LCP-OPTIONS serial 0/0 magi c- nunber
PPP Profiles config>LCP-OPTIONS serial0/0 pfc

PPP Profiles config>

The next step isto carry out the configuration of the user profile. In this case you need to
configure a user to whom reference will be made from the permitted users list profile.

PPP Profiles config>USER 1 | ogi n REMOTEUSER
PPP Profiles config>USER 1 password renptekeyword
PPP Profiles config>
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Subsequently the configuration of the permitted userslist profileiscarried out. Thisprofileis
used to indicate the name of the user and password which must be provided by the remote end

as amandatory condition in order to establish the link.

PPP Profiles config>USERS-LI ST 1 default
PPP Profiles config>USERS-LI ST 1 user REMOTEUSER
PPP Profiles config>

Next carry out the configuration of the PPP global profile. Asthe name suggests, this profile
encompasses a series of profiles that will subsequently be assigned to the PPP interface in

guestion.

PPP Profiles config>PPP 1 default

PPP Profiles config>PPP 1 facilities-profile 1
PPP Profiles config>PPP 1 ipcp-profile 1

PPP Profiles config>PPP 1 users-list-profile 1
PPP Profiles config>EXI T

Confi g>

Finally, the created PPP global profileis assigned to the PPP interface in question.

Confi g>NET pppl

-- Ceneric PPP User Configuration --
pppl confi g>PPP

-- PPP Configuration --
pppl PPP confi g>PROFI LE 1
pppl PPP confi g>EXIT

pppl confi g>EXI T

Confi g>

Once al these configuration steps have been executed, you need to save the said configuration

and restart the device.

Conf i g>SAVE
Save configuration [n]? yes

Savi ng configuration...OK on Flash

* RESTART
Are you sure to restart the systen(Yes/No)? yes

Confi g> Press <ctrl-p>

The complete configuration for this exampleis asfollows:

; Showi ng System Configuration ...
no configuration

add device ppp 1

gl obal -profiles ppp

; -- PPP Profiles Configuration --
facilities 1 default
facilities 1 authentication pap
facilities 1 ccp

ipcp 1 default
ipcp 1 renpte-ip fixed 150.214.1.2

| cp-options serial 0/0 default
| cp-options serial0/0 nru 2048
| cp-options serial 0/0 pfc

user 1 default
user 1 | ogi n REMOTEUSER
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user 1 password renotekeyword

users-list 1 default
users-list 1 user REMOTEUSER

ppp 1 default

ppp 1 facilities-profile 1
ppp 1 ipcp-profile 1

ppp 1 users-list-profile 1

éxit
net wor k pppl
; -- Ceneric PPP User Configuration --

ppp
; -- PPP Configuration --
profile 1
exit

base-interface
; -- Base Interface Configuration --
base-interface serial0/0 |ink

exit

exit

brotocol ip
; -- Internet protocol user configuration --
address pppl 150.214.1.1 255.255.0.0

exit

; ---end ---
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2. Accessing Internet through ISDN

2.1. Description

In this example, we are going to configure a PPP interface to access Internet through an
Integrated Service Digital Network (ISDN) basic access. The PPP interface is configured in
such away that the local end behaves as client and the remote end as server. |.e. the local end
reguests the remote end to assign it an |P address during the IPCP negotiation. Additionally,
during the link establishment, the remote end executes local end authentication which sends
the user name and password associated to the account it has open in the server. The Multilink
in the PPP interface is going to be enabled so that an access speed of up to 128 Kbpsis
achieved by simultaneously using both the B channels making up the basic access.

Client

Ethernet

2.2. Confiquration

Thefirst step consists of creating the PPP interface which will provide the device with access
to Internet.

* PROCESS 4

Conf i g>ADD devi ce ppp 2
Added PPP interface ppp2
Confi g>

The next step isto assign an |P address to the newly created PPP interface in order to enable
IP protocol in the said interface. Asinitially the IP address to be assigned by the remote end is
unknown, an unnumbered IP addressis used. For thisyou need to access the IP configuration
menu and execute the ADDRESS command indicating the created PPP interface and the
unnumbered IP address. Additionally, you need to select the IP interface as the default route.
If you wish to provide Internet access to the devices connected to a LAN, you need to
configure an IP address from this network in the corresponding interface.

Conf i g>PROTOCOL | P

- Internet protocol user configuration --
| P confi g>ADDRESS ppp2 unnunber ed
I P config>ROUTE 0.0.0.0 0.0.0.0 ppp2 1
IP config>EXIT
Confi g>
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The next step isto configure the Dial Profile to define al the parameters related to the call
which subsequently will be referred to in the base interface configuration. For further

information on the configuration of Call Profiles, please see manual Dm 732-1.
Conf i g>GLOBAL- PROFI LES DI AL

- DI AL PROFI LE CONFI GURATI ON - -
DI ALPROF conf i g>PROFI LE | SDN def aul t
DI ALPROF confi g>PROFI LE | SDN di al out
DI ALPROF confi g>PROFI LE | SDN r enpt e- addr ess 384020
DI ALPROF confi g>PROFI LE | SDN i dl e-tinme 60
DI ALPROF confi g>EXI T
Confi g>

The following step isto indicate that the created PPP interface is going to be mounted over the
ISDN basic access. Additionally you need to indicate that you want the two B channelsto do

Multilink PPP. Y ou also need to associate the previously configured dial profile.
Conf i g>NETWORK ppp2

- Generic PPP User Configuration --
pppl confi g>BASE- | NTERFACE

- Base Interface Configuration --
pppl Base | FC confi g>BASE- | NTERFACE bri 0/0 255 |ink
pppl Base | FC confi g>BASE- | NTERFACE bri 0/ 0 255 nunber-of-circuits 2
pppl Base | FC confi g>BASE-| NTERFACE bri 0/0 255 profile | SDN
pppl Base | FC confi g>EXI T
pppl config>EXIT
Confi g>

Next, you need to configure the PPP profiles.
Conf i g>GLOBAL- PROFI LES PPP

- PPP Profiles Configuration --
PPP Profiles config>

Firstly, the configuration of the facilities profileis carried out. Through this you indicate that
the remote end does not need to authenticate itself, Multilink PPP is negotiated, CCP protocol
is not negotiated, CRTP compression is not enabled and that the RIP-no-dial facility is not
enabled.

PPP Profiles config>FACILITIES 2 default
PPP Profiles config>FACILITIES 2 nultilink
PPP Profiles config>

Subsequently, the IPCP profile configuration is carried out. Here you indicate that the Van
Jacobson compression is not enabled. Thelocal end requests the remote end to assign an IP

address and that no IP address is assigned to the remote end.

PPP Profiles config> PCP 2 default
PPP Profiles config> PCP 2 |ocal-ip assigned
PPP Profiles config>

The next step isto carry out the configuration of the user profile. In this case you need to
configure a user to whom reference will be made from the PPP global profile (authentication-
profile). Thisis used to save the name and password sent to the remote end during link
establishment to authenticate the remote end.

PPP Profiles config>USER 1 | ogi n MYUSER
PPP Profiles config>USER 1 password nykeyword
PPP Profiles config>
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Next, the configuration of the necessary Multilink profile to be subsequently assigned to the
PPP interfaceis carried out.
Here you indicate that the required MRRU value is 1750 bytes.
The activation interval will be 90 seconds, the deactivation interval will be 180 seconds, the
activation threshold 80%, the deactivation threshold 40% and the outbound trafficis

considered in order to calculate the average |oad for the channels.

PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles

confi g>MULTI LI NK
confi g>MULTI LI NK
confi g>MULTI LI NK
confi g>MULTI LI NK
confi g>MULTI LI NK
confi g>MULTI LI NK
confi g>MULTI LI NK
config>

NNNNNNN

def aul t

mru 1750

activation interval 90
activation threshold 80
deactivation interval 180
deactivation threshold 40
traffic-load outbound

Next, the configuration of the PPP global profileis carried out. Asthis nameindicates, this
profile encompasses a series of profiles which will be subsequently assigned to the PPP

interface.

PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
PPP Profiles
Confi g>

config>PPP 2 defaul t

config>PPP 2 facilities-profile 2
config>PPP 2 ipcp-profile 2
config>PPP 2 nultilink-profile 2
config>PPP 2 authentication-profile 2

config>EXI T

Finally the created PPP global profile is assigned to the PPP interface.

Confi g>

Conf i g>NETWORK ppp2

-- PPP Configuration --
ppp2 PPP confi g>PROFI LE 2
ppp2 PPP confi g>EXIT

ppp2 confi g>EXI T

-- Generic PPP User Configuration --
ppp2 confi g>PPP

Once all these steps have been carried out, save the configuration and restart the device.

Conf i g>SAVE

Confi g>
*restart

Save configuration [n]? yes

Savi ng configuration...OK on Flash

Are you sure to restart the systen(Yes/No)? yes

press <ctrl-p>

The complete configuration for this exampleis asfollows:
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’

’

’

Showi ng System Configuration ...

no configuration

add device ppp 2
gl obal -profiles dia

-- Dial Profiles Configuration --
profile | SDN defaul t

profile | SDN di al out

profile | SDN renot e- address 384020
profile ISDN idle-time 60

exit

élobal—profiles ppp

-- PPP Profiles Configuration --
facilities 2 default
facilities 2 multilink

ipcp 2 default
ipcp 2 local-ip assigned

mul tilink 2 default

multilink 2 nrru 1750

multilink 2 activation interval 90
mul tilink 2 deactivation interval 180
multilink 2 activation threshold 80
mul tilink 2 deactivation threshold 40
multilink 2 traffic-load outbound

user 1 default
user 1 |ogin MYUSER
user 1 password nykeyword

ppp 2 default

ppp 2 facilities-profile 2

ppp 2 ipcp-profile 2

ppp 2 multilink-profile 2

ppp 2 authentication-profile 2

exit

net wor k ppp2

-- Ceneric PPP User Configuration --

ppp

-- PPP Configuration --
profile 2

exit

base-interface

-- Base Interface Configuration --
base-interface bri0/0 255 |ink
base-interface bri0/0 255 profile | SDN
base-interface bri0/0 255 nunber-of-circuits 2

exit

exit

protocol ip

-- Internet protocol user configuration --

address ppp2 unnunber ed 0.0.0.0
" route 0.0.0.0 0.0.0.0 ppp2 1
exi t
5 --- end ---
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3. Access to Internet through ISDN with backup
interface with PSTN connection

3.1. Description

In this example, the aim isto achieve access to Internet through an Integrated Service Digital
Network (ISDN) and should this access fail to have a secondary access available through the
Public Switched Telephone Network (PSTN). To do this, you configure a PPP interface over
an ISDN basic access as the main interface and a PPP interface over an AT commands
interface as the secondary. Under normal conditions, the PPP interface over ISDN will
operate properly and al traffic will be routed through the said interface. When the main
interface drops and/or cannot establish calls through ISDN, or the IPCP negotiation timer
times out for this interface, then the secondary or backup interface activates. This secondary
interface will then route all the traffic that previously was sent through the ISDN basic access.
The configuration of both PPP interfacesis similar to that commented on in the previous
example. The difference here consistsin configuring a backup profile in the main interface.
Additionally you need to configure the WAN Reroute backup facility.

Client

Local End

Ethernet

3.2. Configuration

The first step consistsin assigning the interfaces.

* PROCESS 4

Confi g>SET DATA-LINK at serial 0/0
Conf i g>ADD devi ce ppp 3

Added PPP interface ppp3

Conf i g>ADD devi ce ppp 4

Added PPP interface ppp4

Confi g>

The next step isto assign an |P addresses to the PPP interfaces which have been created to
enable IP protocol in the said interfaces. Asinitially the IP address to be assigned by the
remote end is unknown, unnumbered | P addresses are used. Y ou also need to configure two
default routes. The lower cost route is assigned to the main link and the higher cost to the
secondary or backup link. If you wish to provide Internet access to the devices connected to a
LAN, you need to configure an IP address from this network in the corresponding interface.
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Conf i g>PROTOCCL | P

-- Internet protocol user configuration --
| P confi g>ADDRESS ppp3 unnunber ed

| P confi g>ADDRESS ppp4 unnunbered

| P confi g>ROUTE 0.0.0.0 0.0.0.0 ppp3 1

| P confi g>ROUTE 0.0.0.0 0.0.0.0 ppp4 2

IP config>EXIT

Confi g>

The next step isto configure the Call profiles. For further information on the configuration of
Dial Profiles, please see manual Dm 732-1.
Conf i g>GLOBAL- PROFI LES DI AL

Dial Profiles config>PROFILE | SDN def aul t

Di al Profiles config>PROFILE | SDN di al out

Dial Profiles config>PROFILE | SDN renpot e- address 384020
Dial Profiles config>PROFILE I SDN idle-tinme 60

Di al Profiles config>PROFI LE AT defaul t

Dial Profiles config>PROFILE AT renote-address 974000
Dial Profiles config>PROFILE AT idle-tinme 120

Dial Profiles config>EXIT

Confi g>

The following step isto indicate the base interface associated to each created PPP interface.
Asthe default route is the lower cost one, previously configured, corresponding to the PPP3
interface, this must be mounted over the ISDN basic access making up the main interface. In
thisway, PPP4 interface will be mounted over the AT commands interface thus making up the

secondary interface.
Conf i g>NETWORK ppp3

-- DI AL PROFI LE CONFI GURATI ON - -
E
E

-- Generic PPP User Configuration --
ppp3 confi g>BASE- | NTERFACE

-- Base Interface Configuration --

ppp3 Base | FC confi g>BASE- | NTERFACE bri 0/0 255 |ink

ppp3 Base | FC confi g>BASE- | NTERFACE bri 0/0 255 profile | SDN
ppp3 Base | FC confi g>EXI T

ppp3 confi g>EXIT

Conf i g>NETWORK ppp4

-- Generic PPP User Configuration --
ppp4 confi g>BASE- | NTERFACE

-- Base Interface Configuration --

ppp4 Base | FC confi g>BASE- | NTERFACE serial 0/0 Iink

ppp4 Base | FC confi g>BASE- | NTERFACE serial 0/0 profile AT
ppp4 Base | FC confi g>EXI T

ppp4 confi g>EXI T

Confi g>

Next, the PPP profiles configuration is carried out. For this you need to access the PPP
profiles configuration menu in the following way:
Conf i g>GLOBAL- PROFI LES PPP

-- PPP Profiles Configuration --
PPP Profiles config>

The following step consists of configuring the backup profile which will subsequently be
associated to the main PPP interface. Here you need to indicate that switch to backup is
executed when 3 unsuccessful calls have been made or the NCP negotiation takes longer than
30 seconds. Lastly the maximum configured backup time indicates that once 60 minutes have
lapsed from the start of backup, the main link status changes to UP and another 3 calls are
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carried out to seeif the said link has recovered. If thisis not the case then backup isre-
initiated.

PPP Profiles confi g>BACKUP 3 defaul t

PPP Profiles confi g>BACKUP 3 retries 3

PPP Profiles confi g>BACKUP 3 ncp-tineout 30

PPP Profiles confi g>BACKUP 3 naxi num backup-tine 60
PPP Profiles config>

Subsequently, the configuration of the IPCP profileis carried out. Thiswill be common to the
two PPP interfaces.

PPP Profiles config> PCP 34 default
PPP Profiles config> PCP 34 |ocal-ip assigned
PPP Profiles config>

The next step isto carry out the user profiles configuration. Y ou configure a user profile with
the data to be sent during the authentication phase for each PPP interface, assuming that you

have two distinct access accounts available.

PPP Profiles config>USER 3 |ogin | SDN_USER

PPP Profiles confi g>USER 3 password i sdnkeyword
PPP Profiles config>USER 4 |ogin AT_USER

PPP Profiles confi g>USER 4 password at keyword
PPP Profiles config>

Subsequently the configuration of the PPP global profilesis carried out, one for each created
PPP interface.

PPP Profiles config>PPP 3
PPP Profiles config>PPP 3
PPP Profiles config>PPP 3 facilities-profile 3
PPP Profiles config>PPP 3 ipcp-profile 34
PPP Profiles config>PPP 3 authentication-profile 3
4
4
4

def aul t
backup-profile 3

PPP Profiles config>PPP 4 default

PPP Profiles config>PPP 4 ipcp-profile 34

PPP Profiles config>PPP 4 authentication-profile 4
PPP Profiles config>EXIT

Confi g>

Next, the created PPP global profiles are assigned to the PPP interfaces in question.
Conf i g>NETWORK ppp3

-- Ceneric PPP User Configuration --
ppp3 confi g>PPP

-- PPP Configuration --
ppp3 PPP confi g>PROFI LE 3
ppp3 PPP confi g>EXIT

ppp3 confi g>EXI T

Conf i g>NETWORK ppp4

-- Ceneric PPP User Configuration --
ppp4 confi g>PPP

-- PPP Configuration --
ppp4 PPP confi g>PROFI LE 4
ppp4 PPP config>EXIT

ppp4 config>EXIT

Confi g>

Finally, the WAN ReRoute backup facility is created. For further information on the
configuration of thisfacility, please see manual Dm 727-I.
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Conf i g>FEATURE wrr - backup- wan

-- WAN Reroute Backup user configuration --
Backup WRR>ENABLE

Backup WRR>PAIR 1 primary interface ppp4
Backup WRR>PAIR 1 secondary interface ppp3
Backup WRR>EXI T

Confi g>

Once al these steps have been carried out, save the configuration and restart the device.

Conf i g>SAVE
Save configuration [n]? yes

Saving configuration...OK on Flash

Confi g> press <ctrl-p>
* RESTART

Are you sure to restart the system(Yes/No)? yes

The complete configuration for this example is as follows:

; Showi ng System Configuration ...
no configuration

add device ppp 3

add device ppp 4

set data-link at serial0/0

gl obal -profiles dia

; -- Dial Profiles Configuration --
profile | SDN defaul t
profile | SDN dial out
profile | SDN renot e- address 384020
profile I SDN idle-tine 60

profile AT default

profile AT dial out

profile AT renote-address 974000
profile AT idle-tine 120

exit

gl obal -profiles ppp

; -- PPP Profiles Configuration --
backup 3 default
backup 3 retries 3
backup 3 mexi mum backup-time 60

ipcp 34 default
ipcp 34 local-ip assigned

defaul t
| ogi n 1 SDN_USER
password i sdnkeywor d

user
user
user

3
3
3
user 4 default
4
4

user | ogi n AT_USER

user password at keyword
‘ ppp 3 default

ppp 3 backup-profile 3

ppp 3 facilities-profile 3

ppp 3 ipcp-profile 34

ppp 3 authentication-profile 3
‘ ppp 4 default

ppp 4 ipcp-profile 34

ppp 4 authentication-profile 4
exit
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net wor k ppp3
; -- Ceneric PPP User Configuration --

ppp
; -- PPP Configuration --
profile 3
exit

base-interface
; -- Base Interface Configuration --
base-interface bri0/0 255 link
base-interface bri0/0 255 profile | SDN

exit
exit

hetvmrk ppp4
; -- Ceneric PPP User Configuration --

ppp
; -- PPP Configuration --
profile 4
exit

base-interface
; -- Base Interface Configuration --
base-interface serial0/0 |link
base-interface serial0/0 profile AT

exit

exit

protocol ip
; -- Internet protocol user configuration --

address ppp3 unnunber ed 0.0.0.0
address ppp4 unnunber ed 0.0.0.0

" route 0.0.0.0 0.0.0.0 ppp3 1
route 0.0.0.0 0.0.0.0 ppp4 2

exit

feature wr r - backup- wan
; -- WAN Reroute Backup user configuration --
pair 1 prinmary interface ppp3 secondary interface ppp4

enabl e
exit
)

;o --- end ---
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Chapter 6
PPP Interface Events




1. PPP interface events viewing

In the same way as other subsystems, this permitsreal time viewing of the events produced in
the distinct PPP interface in the device when the events system is enabled for this protocol.

The way to enable this from the general events configuration menu isas follows. In this case,
the classification for the events is different from that commented on in chapter 3, section 2 of

this manual.

* PROCESS 4
User Configuration
Conf i g>EVENT

- ELS Config --
ELS Confi g>ENABLE TRACE SUBSYSTEM PPP ALL
ELS Confi g>EXI T
Conf i g>SAVE
Save configuration [n]? Y

Savi ng configuration...
Confi g>

These can a'so be enabled from the monitoring menu, in which case you do not need to restart

the device in order to view them. The processisasfollows:

* PROCESS 3
Consol e Oper at or
+EVENT

- ELS Monitor --
ELS>ENABLE TRACE SUBSYSTEM PPP ALL
ELS>EXI T
+

The events list available for the PPP protocol is as follows:
PPP.001
Level: Common informational comment, C-INFO
Syntax:
PPP.001 Interface network |ID ready
Description:
Selftest successfully completed.
PPP.002
Level: Common informational comment, C-INFO
Syntax:
PPP.002 Interface network 1D down
Description:
The sdftest indicates that the base nets are all down.
PPP.003
Level: Abnormal internal error, UI-ERROR
Syntax:
PPP.003 linkPPP In frame, MRU exceeded. Size size, MRU MRU
Description:
The MRU has been exceeded in an incoming packet in the indicated link.
PPP.011
Level: Per packet trace, P-TRACE
Syntax:
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PPP.011 linkPPP "received(In) or sent(Out)" frame, type Oxprotocol, size size
Description:

Received/sent frame from the protocol specified by a PPP interface.
PPP.012
Level: Normal operation trace, C-TRACE

Syntax:
PPP.012 linkPPP "received(In) or sent(Out)" PFC frame, Oxprotocol [result]

Description:
Frame received with Protocol Field Compression.

PPP.013

Level: Normal operation trace, C-TRACE

Syntax:
PPP.013 linkPPP "compressed(In) or uncompressed(Out)" action VJ frame,
Oxprotocol [result]

Description:
A Van Jacobson frame has been compressed/decompressed (indicating the result of the
operation).

PPP.014

Level: Abnormal operation trace, U-TRACE

Syntax:
PPP.014 linkPPP "compressed(In) or uncompressed(Out)" action CRTP frame,
Oxprotocol [result]

Description:
A CRTP frame has been compressed/decompressed (indicating the result of the
operation).

PPP.015

Level: Normal operation trace, C-TRACE

Syntax:
PPP.015 linkPPP "compressed(In) or uncompressed(Out)" action CCP frame,
Oxprotocol [result]

Description:
A CCP frame has been compressed/decompressed (indicating the result of the
operation).

PPP.016

Level: Abnormal informational comment, U-INFO

Syntax:

PPP.016 linkPPP "received(In) or sent(Out)" CCP Reset request_ack
Description:
A CCP Reset Request/Ack has been sent/received.

Cause:
An error has been produced when decompressing at one of the ends, the CCP session
must be restarted.

PPP.017

Level: Common informational comment, C-INFO

Syntax:
PPP.017 linkPPP MP "created or deleted” bundle

Description:
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An MP bundle has been created or eliminated.
PPP.018
Level: Normal operation trace, C-TRACE
Syntax:
PPP.018 linkPPP MP "local or remote” MRRU: MRRU
Description:
MRRU negotiated in the MP bundle.
PPP.019
Level: Normal operation trace, C-TRACE
Syntax:
PPP.019 linkPPP MP "local or remote" SSN header
Description:
SSN format (Short Sequence Number) negotiated in the MP bundle.
PPP.020
Level: Normal operation trace, C-TRACE
Syntax:
PPP.020 linkPPP MP "local or remote" EndPoint: class"Endpoint class’, value
"Endpoint value"
Description:
Endpoint Discriminator used in the MP bundle.
PPP.021
Level: Common informational comment, C-INFO
Syntax:
PPP.021 linkPPP MP link "added or removed" bundle
Description:
A PPP link has been added to or removed from an MP bundle.
PPP.022
Level: Normal operation trace, C-TRACE
Syntax:
PPP.022 linkPPP In MP frame, flags Oxflags, seg: "received sequence” (exp:
"expected sequence’)[action], size size
Description:
A multilink PPP frame has been received with a determined sequence number (the
expected sequence number is displayed and the corresponding action: accept, discard
or queue). Includesthe flags and the frame size.
PPP.023
Level: Normal operation trace, C-TRACE
Syntax:
PPP.023 linkPPP Out MP frame, seq: "transmission sequence”, size size
Description:
A multilink PPP frame has been transmitted (the transmission sequence number and
the frame size is displayed).
PPP.024
Level: Abnormal internal error, UI-ERROR
Syntax:
PPP.024 linkPPP MP Queue exceeds MAX Items
Description:
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The maximum number of queued multilink PPP fragments has been exceeded.
PPP.025
Level: Abnormal external error UE-ERROR
Syntax:
PPP.025 linkPPP MP found END frag: sequence
Description:
A fragment with the MP frame end flag has been found (END) however the beginning
part of the frameis not available.
Cause:
The first part of the MP frame has been lost. This can occur when fragments queue
purging has been executed either because it isfull or because the loss of a fragment
has been detected.
PPP.026
Level: Abnormal internal error, UI-ERROR
Syntax:
PPP.026 linkPPP "compressed(In) or uncompressed(Out)" action VJframe,
Oxprotocol [result]
Description:
An error has been produced compressing/decompressing a Van Jacobson frame.
PPP.027
Level: Abnormal internal error, UI-ERROR
Syntax:
PPP.027 linkPPP " compressed(In) or uncompressed(Out)" action CRTP frame,
Oxprotocol [result]
Description:
An error has been produced compressing/decompressing a CRTP frame.
PPP.028
Level: Abnormal internal error, UI-ERROR
Syntax:
PPP.028 linkPPP "compressed(In) or uncompressed(Out)" action CCP frame,
Oxprotocol [result]
Description:
An error has been produced compressing/decompressing a CCP frame.
PPP.049
Level: Normal operation trace, C-TRACE

Syntax:

PPP.049 "link name" LCP option (Oxdump)
Description:

Description of non-supported LCP option.
PPP.050
Level: Normal operation trace, C-TRACE
Syntax:

PPP.050 "link name" LCP  (Oxdump)
Description:

Complete content of the LCP packet.
PPP.051

Level: Normal operation trace, C-TRACE
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Syntax:
PPP.051 "link name" LCP direction code["LCP state"] id identifier len length
Description:
LCP packet description.
PPP.052
Level: Normal operation trace, C-TRACE
Syntax:
PPP.052 "link name" LCP  MRU mru (Oxdump)
Description:
MRU option description.
PPP.053
Level: Normal operation trace, C-TRACE
Syntax:
PPP.053 "link name" LCP  AsyncMap "async. map" (Oxdump)
Description:
ACCM option description.
PPP.054
Level: Normal operation trace, C-TRACE
Syntax:
PPP.054 "link name" LCP  AuthProt "auth. protocol™ (Oxdump)
Description:
Authentication option description.
PPP.055
Level: Normal operation trace, C-TRACE
Syntax:
PPP.055 "link name" LCP  MagicNumber "magic number” (Oxdump)
Description:
Magic number option description.

PPP.056
Level: Normal operation trace, C-TRACE
Syntax:

PPP.056 "link name" LCP  ProtComp available (Oxdump)
Description:

Description of the protocol field compression option.
PPP.057
Level: Normal operation trace, C-TRACE
Syntax:

PPP.057 "link name" LCP  AddrCtrlComp available (Oxdump)
Description:

Description of the address and control compression option.
PPP.058
Level: Normal operation trace, C-TRACE
Syntax:

PPP.058 "link name" LCP  MRRU mrru (Oxdump)
Description:

MRRU option description.
PPP.059
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Level: Normal operation trace, C-TRACE

Syntax:

PPP.059 "link name" LCP  ShortHeader available (Oxdump)
Description:

Description of the short sequence number header format option.
PPP.060
Level: Normal operation trace, C-TRACE
Syntax:

PPP.060 "link name" LCP EndPoint class class (Oxdump)
Description:

Description of the “end-point discriminator” option.
PPP.061
Level: Normal operation trace, C-TRACE
Syntax:

PPP.061 "link name" LCP  Unknown option (Oxdump)
Description:

Unknown option description.
PPP.062
Level: Normal operation trace, C-TRACE
Syntax:

PPP.062 "link name" LCP Bad option (Oxdump)
Description:

Bad format option description.
PPP.063
Level: Normal operation trace, C-TRACE
Syntax:

PPP.063 "link name" PAP direction code ["PAP state'] id identifier len length
Description:

PAP packet description.
PPP.064
Level: Normal operation trace, C-TRACE
Syntax:

PPP.064 "link name" PAP Peer-1d peer-id
Description:

PAP request from “peer-id”.
PPP.065
Level: Normal operation trace, C-TRACE
Syntax:

PPP.065 "link name" PAP Password password
Description:

Password PAP request.
PPP.066
Level: Normal operation trace, C-TRACE
Syntax:

PPP.066 "link name" PAP Message: message
Description:

PAP response message.
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PPP.067
Level: Normal operation trace, C-TRACE

Syntax:
PPP.067 "link name" CHAP direction code ["CHAP state"] id identifier len length
Description:
CHAP packet description.
PPP.068
Level: Normal operation trace, C-TRACE
Syntax:
PPP.068 "link name" CHAP Peer-Name " peer name"
Description:
Remote end CHAP name.
PPP.069
Level: Normal operation trace, C-TRACE
Syntax:
PPP.069 "link name" CHAP Message: "peer name"
Description:
Message sent by the Remote end.
PPP.070
Level: Normal operation trace, C-TRACE
Syntax:
PPP.070 "link name" CHAP Challenge challenge
Description:
CHAP challenge value.
PPP.071
Level: Normal operation trace, C-TRACE
Syntax:
PPP.071 "link name" CHAP MD5 md5
Description:
CHAP md5 value.
PPP.072
Level: Normal operation trace, C-TRACE
Syntax:
PPP.072 "link name" IPCP direction code ["IPCP state"] id identifier len length
Description:
IPCP packet description.
PPP.073
Level: Normal operation trace, C-TRACE
Syntax:
PPP.073 "link name" IPCP  Address address (Oxdump)
Description:
IPCP address option.
PPP.074
Level: Normal operation trace, C-TRACE
Syntax:

PPP.074 "link name" IPCP  Van-Jacobson, dots slots, comp. " compression flag"
(Oxdump)
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Description:
Van-Jacobson compression IPCP protocol.

PPP.075
Level: Normal operation trace, C-TRACE
Syntax:
PPP.075 "link name" IPCP  Unknown CompProtocol (Oxdump)
Description:
Unknown compression |PCP protocol.
PPP.076
Level: Normal operation trace, C-TRACE
Syntax:
PPP.076 "link name" IPCP  Unknown option (Oxdump)
Description:
Unknown IPCP option.
PPP.077
Level: Normal operation trace, C-TRACE
Syntax:
PPP.077 "link name" CCP direction code ["CCP state'] id identifier len length
Description:
CCP packet description.
PPP.078
Level: Normal operation trace, C-TRACE
Syntax:
PPP.078 "link name" CCP LZS-DCP Compression (Oxdump)
Description:
LZS-DCP compression option.
PPP.079
Level: Normal operation trace, C-TRACE
Syntax:
PPP.079 "link name" CCP Stac LZS Compression (Oxdump)
Description:
Stac LZS compression option.
PPP.080
Level: Normal operation trace, C-TRACE
Syntax:
PPP.080 "link name" CCP  History number: histories
Description:

“History number” Parameter.

PPP.081
Level: Normal operation trace, C-TRACE
Syntax:
PPP.081 "link name" CCP  Check mode: "check mode"
Description:
“Check mode” Parameter.
PPP.082

Level: Normal operation trace, C-TRACE
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Syntax:
PPP.082 "link name" CCP  Process mode: " process mode"
Description:
“Process mode” Parameter.
PPP.083
Level: Normal operation trace, C-TRACE
Syntax:
PPP.083 "link name" CCP Unknown compression type "compression type" (Oxdump)
Description:
Unknown compression type.

PPP.084
Level: Common informational comment, C-INFO
Syntax:

PPP.084 "link name" PAP required by mode
Description:

PAP mode description.
PPP.085
Level: Common informational comment, C-INFO
Syntax:

PPP.085 "link name" CHAP required by mode
Description:

CHAP mode description.
PPP.086
Level: Normal externa error, CE-ERROR
Syntax:

PPP.086 "link name" LCP Invalid packet (cause)
Description:

Invalid LCP packet description.
PPP.087
Level: Common informational comment, C-INFO
Syntax:

PPP.087 "link name" LCP information
Description:

LCP information trace.
PPP.088
Level: Common informational comment, C-INFO
Syntax:

PPP.088 "link name" IPCP information
Description:

IPCP information trace.
PPP.089
Level: Common informational comment, C-INFO
Syntax:

PPP.089 "link name" CCP information
Description:

CCP information trace.
PPP.090
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Level: Common informational comment, C-INFO

Syntax:
PPP.090 est serial_number hostname nt network, local addr: local_address, time
PPPOED pppoe_disc_timems, Icp Icp_time ms, ipcp ipcp_time ms, auth
authentication_time ms, comp compression_time ms

Description:
PPP connection established with the specified negotiation times.

PPP.091

Level: Common informational comment, C-INFO

Syntax:
PPP.091 conn err serial_number hostname nt network err-id error_identifier date err
error_code

Description:
An error was produced when the PPP connection was being negotiated.

PPP.092

Level: Normal operation trace, C-TRACE

Syntax:
PPP.092 "link name" LCP Protocol Oxprotocol (Oxdump)

Description:
Description of the protocol rejected in the Protocol Reject LLCP frame.
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2. PPP interface events example

Below you will find atypical events trace of a connection through a synchronous seria line:

MTeldat

VI -83

* PROCESS 2
01/18/02 10:20:00 PPP.087 pppl:serial 0/0 LCP Negotiation started
01/18/02 10: 20: 03 PPP. 051 pppl:serial 0/0 LCP Qut CONF-REQ [reqg-sent] id 1 len 14
01/18/02 10:20: 03 PPP. 052 pppl:serial0/0 LCP MRU 2048 (0x01040800)
01/18/02 10: 20: 03 PPP. 055 pppl:serial 0/0 LCP Magi cNunber 6CDO5C80
(0x05066cd05c80)
01/18/02 10:20:03 PPP.011 pppl:serial0/0 In franme, type 0xC021, size 16
01/18/02 10: 20: 03 PPP. 051 pppl:serial0/0 LCP In CONF-ACK [reg-sent] id 1 len 14
01/18/02 10:20: 03 PPP. 052 pppl:serial0/0 LCP MRU 2048 (0x01040800)
01/18/02 10:20:03 PPP.055 pppl:serial0/0 LCP  Magi cNumber 6CDO5C80
(0x05066cd05c80)
01/18/02 10:20:06 PPP.011 pppl:serial0/0 In franme, type 0xC021, size 23
01/18/02 10:20:06 PPP.051 pppl:serial0/0 LCP In CONF-REQ [ack-rcvd] id 2 len 21
01/18/02 10:20: 06 PPP. 052 pppl:serial0/0 LCP MRU 2048 (0x01040800)
01/18/02 10:20: 06 PPP.054 pppl:serial 0/0 LCP  AuthProt CHAP (0x0305c22305)
01/18/02 10: 20: 06 PPP. 055 pppl:serial 0/0 LCP Magi cNunber D1384610
(0x0506d1384610)
01/18/02 10:20:06 PPP.056 pppl:serial0/0 LCP  ProtConp avail abl e (0x0702)
01/18/ 02 10: 20: 06 PPP. 051 pppl:serial 0/0 LCP Qut CONF-ACK [ack-rcvd] id 2 len 21
01/18/02 10:20: 06 PPP.052 pppl:serial0/0 LCP MRU 2048 (0x01040800)
01/18/02 10:20: 06 PPP.054 pppl:serial 0/0 LCP  AuthProt CHAP (0x0305c22305)
01/18/02 10: 20: 06 PPP. 055 pppl:serial 0/0 LCP Magi cNunber D1384610
(0x0506d1384610)
01/18/02 10: 20: 06 PPP. 056 pppl:serial 0/0 LCP Pr ot Conp avail abl e (0x0702)
01/18/02 10: 20: 06 PPP. 087 pppl:serial 0/0 LCP Negotiati on successfu
01/18/02 10:20:06 PPP.051 pppl:serial0/0 LCP Qut ECHO REQ [opened] id O len 8
01/18/ 02 10: 20: 06 PPP. 085 pppl:serial 0/0 CHAP required by peer
01/18/02 10:20:06 PPP.011 pppl:serial0/0 In frane, type 0xC021, size 10
01/18/02 10:20:06 PPP.051 pppl:serial0/0 LCP In ECHO REQ [opened] id O len 8
01/18/02 10: 20: 06 PPP. 051 pppl:serial 0/0 LCP Qut ECHO REP [opened] id O len 12
01/18/02 10:20:06 PPP.011 pppl:serial0/0 In frane, type 0xC021, size 14
01/18/02 10:20: 06 PPP. 051 pppl:serial0/0 LCP In ECHO REP [opened] id O len 12
01/18/02 10:20: 06 PPP.011 pppl:serial0/0 In frame, type O0xC223, size 23
01/18/02 10:20:06 PPP.067 pppl:serial 0/0 CHAP I n CHALLENGE [ack-sent] id 2 len 21
01/18/02 10:20: 06 PPP.070 pppl:serial 0/0 CHAP  Chal |l enge
7d88503b19f 34f 2ce98c210dd29c7f 17
01/18/02 10:20:06 PPP.067 pppl:serial 0/0 CHAP Qut RESPONSE [ack-sent] id 2 len 24
01/18/02 10:20: 06 PPP.071 pppl:serial 0/0 CHAP MD5
41a4d313f ce6ef 8276a75609bd469dac
01/18/02 10:20:06 PPP.068 pppl:serial 0/0 CHAP  Peer-Nanme c5
01/18/02 10:20: 06 PPP.011 pppl:serial0/0 In franme, type 0xC223, size 6
01/18/02 10:20:06 PPP.067 pppl:serial 0/0 CHAP In SUCCESS [ack-sent] id 2 len 4
01/18/02 10: 20: 06 PPP. 088 pppl:serial 0/0 | PCP Negotiation started
01/18/ 02 10:20: 06 PPP.072 pppl:serial0/0 I PCP Qut CONF-REQ [starting] id 1 len 16
01/18/02 10:20: 06 PPP.073 pppl:serial0/0 IPCP  Address 0.0.0.0 (0x030600000000)
01/18/02 10: 20: 06 PPP.074 pppl:serial0/0 I PCP  Van-Jacobson, 15 slots, conp
enabl ed (0x0206002d0f 01)
01/18/02 10:20:06 PPP.011 pppl:serial0/0 In frame, type 0x8021, size 12
01/18/02 10:20: 06 PPP.072 pppl:serial 0/0 IPCP In CONF-REQ [reqg-sent] id 1 len 10
01/18/02 10:20:06 PPP.073 pppl:serial0/0 |IPCP  Address 150.214.1.2
(0x030696d60102)
01/18/ 02 10: 20: 06 PPP.072 pppl:serial0/0 | PCP Qut CONF-ACK [reqg-sent] id 1 len 10
01/18/02 10:20:06 PPP.073 pppl:serial0/0 |IPCP  Address 150.214.1.2
(0x030696d60102)
01/18/02 10:20:06 PPP.011 pppl:serial0/0 In frame, type 0x8021, size 12
01/18/02 10:20:06 PPP.072 pppl:serial0/0 I PCP I n CONF-NAK [ack-sent] id 1 len 10
01/18/02 10:20: 06 PPP.073 pppl:serial0/0 I PCP  Address 150.214.1.1
(0x030696d60101)
01/18/02 10:20: 06 PPP.072 pppl:serial 0/0 | PCP Qut CONF- REQ [ack-sent] id 2 len 16
01/18/02 10:20: 06 PPP.073 pppl:serial0/0 I PCP  Address 150.214.1.1
(0x030696d60101)

TELDAT ROUTER - PPP Interface Events Doc.DM710-I

Rev.10.11



01/18/02 10:20: 06 PPP.074 pppl:serial0/0 IPCP  Van-Jacobson, 15 slots, conp.
enabl ed (0x0206002d0f 01)

01/18/02 10:20:06 PPP.011 pppl:serial0/0 In frane, type 0x8021, size 18
01/18/02 10:20: 06 PPP.072 pppl:serial 0/0 I PCP I n CONF-ACK [ack-sent] id 2 len 16
01/18/02 10:20:06 PPP.073 pppl:serial0/0 |IPCP  Address 150.214.1.1
(0x030696d60101)

01/18/02 10:20: 06 PPP.074 pppl:serial0/0 IPCP  Van-Jacobson, 15 slots, conp.
enabl ed (0x0206002d0f 01)

01/18/02 10: 20: 06 PPP. 088 pppl:serial 0/0 | PCP Negoti ati on successful

01/18/02 10:20: 08 PPP.001 Interface pppl ready

<CTRL- P>

*
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